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Digital & Artificial Intelligence

m Two related but distinct concepts
m Al: Different Definitions
1956 Any algorithm / program
1960-2012 Expert systems and logical reasoning

2012- Data & neural networks
Data

Machine-Learning

Deep L.
Neural Net.

G. Hinton

Y. Lecun

-
A. Turing Marvin Minsky

Computer Neural Networks Deep-learning

Lg LS LS
Computer- Al: wide variety of algorithms

Sciences Mainly : Expert System + Reasonning Al=Neural Networks

2/87
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Artificial Intelligence: many representations

Chinese room

Schrodinger's cat

Maxwell's deamon ‘?i
j”?«

N p— NE & —oo—=
or"/\ooo\ ) :——oo Yo
gale i "y biop
AR
2 8 .|| e PR
B ‘?l:%_oz?f“;“’\f_lo\‘; A

Thesee's boat

Turing test

3/87
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Artificial Intelligence & Machine Learning

Input (X) Output (Y) Application

email — > spam? (0/1) spam filtering

audio ———> text transcript speech recognition
English >  Chinese machine translation
ad, user info > click? (0/1) online advertising
image, radar info —, position of other cars self-driving car
image of phone — defect? (0/1) visual inspection

Al: computer programs that engage in
tasks which are, for now, performed
more satisfactorily by human beings

N-Al (Narrow Artificial Intelligence),
dedicated to a single task

because they require high-level mental # G-Al (General Al), which replaces
processes. humans in complex systems.
Marvin Lee Minsky, 1956 Andrew Ng, 2015

4/87
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Machine Learning Definition

Collecting labeled dataset
Training classifier
Exploiting the model

Dataset ‘
/

\
v |::> Green Inference

I::>Red;>§)' -
\é > o

Green Red

5/87
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Machine Learning Definition

Collecting labeled dataset
Training classifier
Exploiting the model

<§é>
Q
&
- SO S
@
pd =) flomm) = pred
xeX yey
X
Features  Supervision

LLM & Conscience
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Machine Learning Definition

Limits Risks LLM & Conscience

Collecting labeled dataset
Training classifier
Exploiting the model =

argin
Separating

Hyperplane

N Torget-ves
R
<~\Qb
)
Q‘)\Q’ «Q) Target=No
& o2 .
Q\'b v:\Q . Support Vectors
-y - Suppoere:lorMace S
e N o4
) D
. e e
—_ Instance (@@
- = fOTTT) = pred  sene
4 8

— Y ~
xeX yeyY S S S
y mb\ d@o &(}:’:& P48

Tree-1 Tree-2 Tree-n

X

Features  Supervision
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Measuring Performance

Estimating performance (in generalization)... as important as training the model!

éléments pertinents

Cls i Loc + Cls+Loc : Duplicate .+ Bkgd  Missed
¢ i y ) i faux négatifs vrais négatifs
I I i ! 1 ' °
| | | | ! ® @ (o]
I I I 1 1
I I ! 1 '
I I ! ! ' °
I i I ! '
I I 1 I 1 ] o
| — iniel — I [ 1 N/A
0 5 1,004 1 Lot & Loy Louw 1 1 vrais positifs  faux positifs.
Crédit: https:llgithub.corn/phalanx—hk/eccv2020jaberlist/issues'/5
° (o]
Précision = ——— Rappel =—— °

)

4

D D I:‘ D D m—)"m:r hello a cat dog ‘ j‘lémenrs sélectionnés

\) Countmatch(g ra mn)

Y ;” ;f count(gram, )
I:‘ D I:‘ D D reference text i=43"/ recision
"the fox jumps"” —>[the' 'fox Jumps] 7 °P
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Measuring Performance

Estimating performance (in generalization)... as important as training the model!

[instance]

uonoIpaid

yinJ} punoib / uoisiniedng

6/87
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Measuring Performance

Estimating performance (in generalization)... as important as training the model!

M »

e —— C

°

P | @

g ]

1nstancel L =

— 0 &

e 12

— g — 3

8 — €

o L | 3

o

— — =

S

1 =
e N A ) N A7 ) S A I R
N o .
: o>
: 8 @ > & :
e 2 &S :
= [ g Q & H
: = N\ .
H Z 3 15§ O H
. = = ) .
. = Q .
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General Al vs Narrow Al

Narrow Al General Al

Like any computer science project: .
y P Prol m Augmented Generalization

m Define Inputs & Outputs Capability (Universality)

m Break down into subtasks m Autonomous Learning
m Build & test components m Data/information access
(processing chain) m Knowledge extraction (Train-
m Assert (limited) generalization (iid ing-+Eval+Confidence/Trust)
assumption) m Reasoning
m Performances Evaluation m Conscience, Intentionality
e
B s
.g Turing test
Wikipedia

7/87
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From tabular data to text

- Tabular data é
- Fixed dimension - 4~ f( O ) = pred

- Continuous values

- Textual data this new iPhone, what a marvel
- Variable |ength {An iPhone? What a scam!
- Discrete values ( )

8/87
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Al + Textual Data: Natural Language Processing (NLP)

NLP = largest scientific community in Al
Linguistics [1960-2010]
Rule-based Systems:

{like, love,

. R _ —+ > #product m Requires expert knowledge
appreciate} m Rule extraction <
L df)dlgn't’ ggt,'t}H {like, Igv?,} —+ — #product | ve.r)-/ clean data
esnt, donty appreciate m Very high precision
X {haétzt;c;?;he, —++ > #product m Low recall
m Interpretable system
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A‘ Al + Textual Data: Natural Language Processing (NLP)

NLP = largest scientific community in Al

Machine Learning [1990-2015]

. ) > @
Bag of Words N S & -
I. g J (Q."Zr & @ _\‘C‘ RS é;i':r Supervision
1 1 1 1 1 0 0 S[periiee
This new iPhone, g%b _
what a marvel ‘wthlg.} 0 0 0 1 1 1 1 -1 = negative
f\\‘
I
An iPhone? What | [ c&®
a scam! 'PRPnB
) an Vhgy, X Y
‘ ‘ |Tra|n|ngamode|| f E w;T ;A Y
+=+] [+ ][+=+]) = = [=][=
w
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Al + Textual Data: Natural Language Processing (NLP)

NLP = largest scientific community in Al

Linguistics [1960-2010] Machine Learning [1990-2015]
m Requires expert knowledge m Little expert knowledge needed
m Rule extraction < m Statistical extraction <
very clean data robust to noisy data
+ Interpretable system ~ Less interpretable system
-+ Very high precision — Lower precision
— Low recall + Better recall

Precision = criterion for acceptance by industry

— Link to metrics
9/87



Limits Risks LLM & Conscience

Introduction 00000000®0000 chatGPT Gen. Al

From Bag of Words to Vector Representations [2008, 2013, 2016]

Bag-of-Words
d1 1 0 0 .
“ 5 car Similarity ++
4
a2 001 <} <:| N :> D
Distance ++
Same || Tt
distance k >O R
B cat : >
d3 0 1.0 * Continuous Vector Space
~ S @ ~ Q
> & 3 & N
$ & 8
LeCun, Y., Bengio, Y., Hinton, G. (2015). Deep learning. Nature, 521(7553), 436-444. .
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From Bag of Words to Vector Representations [2008, 2013, 2016]

s —
|The fluffy cat napped lazily|in the sunbeam.
I adopted a stray cat from the shelter last week.
My cat loves to chase after toy mice.
The black cat stealthily crept through the dark alley.
I often find my cat perched on the windowsill, watching birds.
She gently stroked her cat's fur as it purred contentedly.
Our neighbor's cat frequently visits our backyard.

_?; My cat has a preference for fish flavored cat food.
fluffy g The cat stealthily stalked a mouse in the garden.
1.9 My grandmother has a collection of porcelain cat figurines.
03 The cat napped peacefully in the warm sunlight.
'g-i ) O 0 A
cat |44 - <)::> Same grandmother
0.9 . 1 Sentence l
1.4 - ) mbrella
_ mouse keyboard fluffyu *
0.1 \ \ fish / bicycle
. -1.3 pineapple
vehicle 06 = food
1.9 . ‘\\\\ napped telescope "”’—
03 B C) 1 NOT astronaut guitar —¥»
) <:::> Same eyes —» cat ‘\<\ garden
= . ) Ol Sentence Yo : .
H - W ocean night rainbow
: J / ~
- birds

>
- 10/87
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Deep/Representation Learning for Text Data

From Bag of Words to Vector Representations

man
cats

/ dogs / \
caf / woman

actor

dog \ / you\

King actress he \ your
his
queen she
Roma Paris .
Berlin her
good \
Italy better —>» best
France bad
Germany ~

worse —» worst

3

>

[2008, 2013, 2016]

m Semantic Space:

similar meanings
=
close positions

m Structured Space:
grammatical regularities,
basic knowledge, ...

Distributed representations of words and phrases and their compositionality, Mikolov et al. NeurlPS 2013

10/87
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Deep/Representation Learning for Text Data

From Bag of Words to Vector Representations [2008, 2013, 2016]

From Words to Tokens

Word Piece statistical split
m Representation of

token
—— o unknown words
'Machine-Learning .~ o4 m Adaptation to technical
b T ? ® domains
PR : m Resistance to spelling
' errors

Continuous Vector Space

Enriching word vectors with subword information. Bojanowski et al. TACL 2017.

10/87
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m Generation & Representation
m New way of learning word positions

The fluffy cat napped lazily in the sunbeam.
I adopted a stray cat from the shelter last week.

My cat loves to chase after toy mice.

The black cat stealthily crept through the dark alley.

>
‘“-j I often find my cat perched on the windowsill, watching birds.
- = - She gently stroked her cat's fur as it purred contentedly.
Prediction = ::> ldly Our neighbor's cat frequently visits our backyard.
La er [+ The playful cat swatted at the dangling string with its paw.
Y/ 8 My cat has a preference for fish flavored cat food.
>

The cat stealthily stalked a mouse in the garden.

VRN My grandmother has a collection of porcelain cat figurines.
\OQ Corpus
<
@
&
; Q
Hidden 9
Q
Layer ¥ Loss wrt
o Ground Truth
4 A @
Representation
Layer

vV
The fluffy cat napped

Sequence to Sequence Learning with Neural Networks, Sutskever et al. NeurlPS 2014 11/87
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Inference & Beam Search

m High cost & 1 call / token

M m Max. likelih rincipl
Token a .e .oodp ciple
prediction m NLP historical task =
b b m specific classif. /scoring archi.
. . m constraint and/or post
processing on generative archi.
RNN/
Trans
A
m
=}
3 s -) n —>
)

= Temperature setting

12/87
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Recurrent Neural Network: Transformer:
o I

s = B + 5 W I

— vi =) @i
h1—ho—>h3—> —is J
—/
I — 5
1 | Self-attention E‘
—> Matrix S
3 L5 — 2
Qij o
T S 4 5
—————— F
’Its rammg cats and dogs ‘
Token szDDDDD
embeddings

Attention is all you need, Vaswani et al. NeurlPS 2017 ’Its IR don‘

Sequence to Sequence Learning with Neural Networks, Sutskever et al. NeurlPS 2014 13/87
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Recurrent Neural Network: Transformer:
A
ht+1:htW1+Xt+1W2 DDHHD
- v = Z @ijv;
hi—>hos—>h3—> —> s ki !
I we Self,;/?;tt?ir;tion ]
qi
T3 T
T —
‘Its ralnlng cats and dogs ‘ 1 vi H H
z; ||D

Attention is all you need, Vaswani et al. NeurlPS 2017 (i = EERER (1 mEK

Sequence to Sequence Learning with Neural Networks, Sutskever et al. NeurlPS 2014 13/87
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Recurrent Neural Network: Transformer:
S
nb
transf. | ——
blocks H
ht+1 = ht Wl t Xet1 W2 —\ Transformer
block

h1—>hos—>h3—> —s

I Transformer
block
L1 L2 T3 X4 5
word
T cross-attn
| | | | head

’It's raining cats and dogs ‘

[ It's raining cats and dogs J

Attention is all you need, Vaswani et al. NeurlPS 2017 13/87
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Transformer architecture: state-of-the-art aggregation

Recurrent Neural Network: Transformer:

Layer:| 5 # Attention:| Input - Input %

The_ The_
ht+1 — ht W1 + Xei1 W2 animal_ animal_
didn_ didn_
h1—hos—>h3—> —is & t
Cross_ cross_
I the_ the_
street_ street_
because_ because_
T3 L5 it_ it_
was_ was_
T too_ too_
P i
‘Its rammg cats and dogs 1 ? .

Attention is all you need, Vaswani et al. NeurlPS 2017
Sequence to Sequence Learning with Neural Networks,

Sutskever et al. NeurlPS 2014

13/87
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A new developpement paradigm since 2015

m Huge dataset + huge archi. = unreasonable training cost
m Pre-trained architecture + O-shot / finetuning

Pretraining Pretrained Language Model Finetuned Model

Word prediction; sentence completion; ...

m T Adapted Language
Model

Decoder
hi—ho—>hs—>hy
words & text
representations ki hi 1 H Language Model
Encoder
assive corpus | |t's raining MASK and PRED expected
A target
WWW
EER A ARS
Y
IKIPEDIA OerS

14/87
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1 MILLION USERS IN 5 DAYS
100 MILLION BY THE END OF JANUARY 2023
1.16 BILLION BY MARCH 2023
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Introduction chatGPT @e00000000000

The Ingredients of chatGPT

0. Transformer + massive data (GPT)

Huge Huge
+Filtered Transformer Causal pretraining
dataset architecture
Transformer
block [1 963, he was was assassinated in Dallas ... }
@ [Most answer yellow, but orange or red ... }
1 3 L4
Transformer
block
- GPT
KirEDIA= 3%
of the corpus
ZR2R200
[What is the color of the sun? }

m Grammatical skills: singular/plural agreement, tense concordance
m Knowledges: entities, names, dates, places

Language Models are Few-Shot Learners, Brown et al. 2020 1587
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The Ingredients of chatGPT

1. More is better! (GPT)

+ more input words [500 = 2k, 32k, 100K]
+ more dimensions in the word space [500-2k = 12K]|
+ more attention heads [12 = 96]
+ more blocks/layers [5-12 = 96]

175 Billion parameters... What does it mean?

m 1.75- 10! = 300 GB + 100 GB (data storage for
inference) ~ 400GB

m NVidia A100 GPU = 80GB of memory (=20k€)
m Cost for (1) training: 4.6 Million €

nb
transf.
blocks

Transformer
block

Transformer
block

word
cross-attn
head

word
representation
dimension

[ It's raining cats and dogs }

16/87
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The Ingredients of chatGPT

2. Dialogue Tracking

Specific training

/
_/ .
Dialog follow-up
GPT Coreference resolution
Way of speaking
o ‘/ﬁ
A

Dialog corpus

m Very clean data Data generated/validated /ranked by humans

17/87
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3. Fine-tuning on different (£) complex reasoning tasks

Instruction finetuning

Please answer the following question.
What is the boiling point of Nitrogen?

A

Chain-of-thought finetuning

Answer the following question by
reasoning step-by-step.

The cafeteria had 23 apples. If they
used 20 for lunch and bought 6 more,
how many apples do they have?

The cafeteria had 23 apples
originally. They used 20 to
Z make lunch. So they had 23 -

/ 20 = 3. They bought 6 more
apples, so they have 3 + 6 = 9.

Language
model

Multi-task instruction finetuning (1.8K tasks)

Inference: generalization to unseen tasks
Geoffrey Hinton is a British-Canadian

computer scientist born in 1947. George
Washington died in 1799. Thus, they
could not have had a conversation
together. So the answer is “no”.

Q: Can Geoffrey Hinton have a
conversation with George Washington?

Give the rationale before answering.

Scaling Instruction-Finetuned Language Models, Chung et al., JMLR 2024 18/87
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The Ingredients of chatGPT

Instructions + answer ranking

I’ \\

I' Al \

o | G - m :

prediction 1 A3 N

Score : :

A1 [0 : A10 '

1

A1l 1 .

A2 ' Multiple Scoring !

A2 I + n : generation :

A3 ' :

A10 : Reinforcement !

. J/ 1 A learning :
P at0) B '
1
1
AY

Chat GPT

m Database created by humans m ... Also a way to avoid critical
m Response improvement topics = censorship

Training language models to follow instructions with human feedback, Ouyang et al., 2022 19/87
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Steps & Performance

Win rate against SFT 175B

0.6

Massive data = HQ data (dialogue) = Tasks = RLHF
STEP 3: Guide the model
with reinforcement

\

STEP 1: Fine tuning on
high quality data
Mode
=o— PPO-ptx

PPO
»— SFT

GPT (prompted)
GPT

N
STEP 0: Train on large
amount of data (world
1.3B . 6 ‘ — 1758 knowledge)
Model size

20/87
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A‘ Usage of chatGPT & Prompting

m Asking chatGPT = skill to acquire = prompting

m Asking a question well: ... in detail, ... step by step

m Specify number of elements e.g. : 3 qualities for ... Anotoms of o

m Provide context : cell for a biologist / legal assistant ChatGPT MZga—Prompt
m Don't stop at the first question (o 1 Swuote Persoma

m Detail specific points i

m Redirect the research
m Dialogue

Steps to complete task

m Rephrasing

m Explain like I'm 5, like a scientific article, bro style, ... ~ Mes#/ehatoprompis.guniihatmakesa-good-chatgptpromey

m Summarize, extend
m Add mistakes (!)

= Need for practice [1 to 2 hours|, discuss with colleagues

21/87
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Towards few-shot learning

m Learning without modifying the model = examples in the prompt

Few-shot Prompt
(Classify these conversations: | =
Text: My service was awesome.
Label: | positive \/

Text: My order never arrived.
Label: | negative x

Text: Thanks for great service!
Label: | positive

Text: Horrible customer service!

Label: <= x

S J

22/87
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GPT4 & Multimodality

Merging information from text & image. Learning to exploit information jointly

The example of VQA: visual question answering

4096 output units from last hidden layer 1024
(VGGNet, Normalized)

1000

1024 1000

" = Fully-Connected
Convolution Layer Fully-Connected MLP
Pooling Layer  + Non-Linearity Pooling Layer

Convolution Layer
+ Non-Linearity

uzn
2X2X512 LSTM

.
I ‘I ‘I ‘I |
> > > >
Fully-Connected

“How many horses are in this image?”

1024

Pﬂif‘ti‘”isle Fully-Connected Softmax
multiplication

= Backpropagate the error = modify word representations + image analysis
VQA: Visual Question Answering, arXiv, 2016 , A. Agrawal et al.
23/87
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Towards Larger Foundation Models?

m Let the modalities enrich each other

Tasks
R Question 9
% Answering ° .

Data & Sentiment
[ K ’ Analysis

vl a ~)
Text
‘l’ I

&

r‘y Images %

Information V\‘

[
m Extraction

L . Adaptation
Speech W Training FOlI\J’In(ilatEOH \'% Image
ode! | 4  Captionin Z
%’ piioning \\\‘/
. Structured

*. Data
4 p Object

3D Signals é L %‘7 ‘ ‘ Recognition

Instruction

%' Following .. ]

s
On the Opportunities and Risks of Foundation Models, Tech. Report, Stanford, 2021
Bommasani et al. 24/87
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Why So Much Controversy?

m New tool [December 2022]
m + Unprecedented adoption speed [IM users in 5 days|

m Strengths and weaknesses... Poorly understood by users
m Significant productivity gains
m Surprising / sometimes absurd uses
m Bias / dangerous uses / risks
m Misinterpreted feedback
m Anthropomorphization of the algorithm and its errors

m Prohibitive cost: what economic, ecological, and societal model?
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At the end of the day

LLM & Conscience

| Statistical Modeling of )

L Texts
Texts spliting = | lterative Process
tokens - -
4 - =~ ~

ILarge Language Models (LLMs), such asI GPT-3 and GPT-4, util Y Large | 0.02 \
ize a process callkd tokenization. Tokenization involves br 1 entire 0.01
eaking down text ipto smaller units, known as tokens, which F°}'
the model can process and understand. These tokens can rang I units
e from individual [characters to entire words or even larger 1 ;:lén
chunks, depending pn the model. For GPT-3 and GPT-4, a Byte 1 may

Pair Encoding (BPE) tokenizer is used. BPE is a subword tok

-

Dictionary

| Startingtext |

Language

Model

| Token forecasting

26/87



LARGE LANGUAGE MODELS
USES



Introduction chatGPT Uses 00000000 Gen. Al Limits Risks LLM & Conscience

Key uses in 5 pictures

Reformulation

Information access
Brainstorming

%

27/87
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(1) Formatting information

LNo ew ideas
D
A fantastic tool for QOD =
formatting (2 S
XY

{ Formatting, language, ... }

m Personal assistant

m Standard letters, recommendation letters, cover letters, termination letters
m Translations

m Meeting reports
m Formatting notes
m Writing scientific articles
m Writing ideas, in French, in English

No new information = just writing, improving, translating, cleaning up, ...

28/87
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(2) Brainstorming / Course Planning / Statistics Review

m Find inspiration [writer's block syndrome]
m Organize ideas quickly

m Avoid omissions / increase confidency

m Search in a targeted way, adapted to one’s needs

m Answer student questions (24/7)

m Partner in research, test/enrich ideas

= Impressive answers, sometimes incomplete or partially
incorrect... But often useful

m In which areas are LLMs reliable?
m What are the risks for primary information sources?

m What societal risks for information?

29/87
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(3) Coding: Different Tools, Different Levels

Providing solutions to exercises k?
Learning to code or getting back into it .
GitHub

Copilot

m New languages, new approaches (ML?7)
m Benefit from explanations...
But how to handle mistakes?

Help with a library [getting started)]

Faster coding

m What about copyrights?

m What impact on future code processing?

How to adapt teaching methods?

How many calls are needed for code completion?
What about the carbon footprint?

m What is the risk of error propagation?
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(4) Document Analysis

Summarizing documents / articles
Dialoguing with a document database

Assistance in writing reviews

FAQs, internal support services within
companies

A NotebookLM

Think irter,
Not Harder

Technology watch

Generating quizzes from lecture notes

Try HaotebookLM

m Will articles still be read in the future?
m Should we make our articles NotebookLM-proof?

m How to save time while remaining honest and ethical?

31/87



Introduction chatGPT Uses ©000OO®00O Gen. Al Limits Risks LLM & Conscience

Module 1 Module 3

Run LLM locally

Extract knowledge Module 2 g
Generate examples to train a model
[Teacher/student - distillation]

m Generate variants of examples 7 increase
dataset size

[Data augmentation]

= Integrate the LLM into a processing pipeline
= little/less supervision = Agentic Al

m How much does it cost? ($ + CO2) Need for GPUs?

m How good are open-weight models?
m How to build multiple agents?

32/87
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A
A\ 4

Metrics
(e.g. BM25)

100100 | <: Query

Heading A

Loreolor sit amet,
consectetur adipisicing elit,
sed do eiusmod tempor
incididunt ut labore et Index Ranked list
dolore magna aliqua. of docs

IS

33/87
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Introduction chatGPT Uses ©000OOO®@OO Gen. Al Limits

LLM vs Information Retrieval

Latent space
< > Metrics
(e.g. cosine)

02 15 17 0806 0 | i [ 03-0912-0706 0.1]
| &
Heading M
*

Lorem ipsum dolor sit amet,

consectetur adipisicing elit, Continuous
sed do eiusmod tempor

incididunt ut labore et Index

dolore magna aliqua. Ranked list
of docs
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LLM vs Information Retrieval

Heading

captiont le
paysa&...

Lorem ipsum
dolor sit amet,

——egnsectetur

adipisicing elit,
sed do eiusmod
tempor

Latent space

< > Metrics
(e.g. cosine)
02 1517 08 06 0 | [ 03-0912-0706 0.1]
|
QuewA{g
Continuous
Index o
Ranked list

of docs ©
X
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Information
Retrival

Ranked list
of docs

Social connexions

Profile
[ 03 -09 12 -0.7 06 0.1]

<=

Reranking
AN
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LLMs = RAG : parametric memory vs Info. Extraction

m Asking for information from ChatGPT... A surprising use!
m But is it reasonnable? [Real Open Question (!)]

[

— ‘ M ’What is the color of the sun?

Offline model,

no index/no sourcing
¥> {Most answer yellow, but orange or red ... }

Word-by-word Generation

No Guarantee,
No Sourcing

34/87
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LLMs = RAG : parametric memory vs Info. Extraction

Intranet /
Internet
LLM .

A Gﬁ i

[What is the color of the sun? ‘

——"

ost answer yellow, but orange or red ... J

L

24
D &

Mix Extraction/Generation

+ sourcing as in QA

m RAG: Retrieval Augmented Generation
m (Current) limit on input size (2k then 32k tokens) e
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Language Handling

m Language models are (mostly)
multilingual:

= Think in the language you are most
comfortable with

= Ask for answers in the target
language

[Wendler et al. 2024] Do Llamas Work in English?
On the Latent Language of Multilingual Transformers

Gen. Al Limits

(a) Translation task

[ |
1.0
— en
— zh
0.5
0.0+
0 5 10 15 20 25 30 35 40
layer
(b) Repetition task
[ |
1.0
— en
— zh
0.5
0.0

0 5 10 15 20 25 30 35 40
layer
(c) Cloze task
L aeaaa———

AR,

- en
—— zh
0 5 10 15 20 25 30 35 40

0.5

0.0

Risks

10

10

LLM & Conscience

entropy

entropy

entropy
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At the origin of statistical modeling

Observing data (and context)
Modeling = Choosing probabilistic model / bayesian network
Optimize parameters (Max. Likelihood, EM, BFGS, ...)

Sampling / Inference + Evaluate distances : existing vs sampled

Observations Modeling: choice+optim. Sampling / eval.

a . . . 7

0 o ® ..Q .. % .
) L] o
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At the origin of statistical modeling

Observing data (and context)
Modeling = Choosing probabilistic model / bayesian network
Optimize parameters (Max. Likelihood, EM, BFGS, ...)

Sampling / Inference + Evaluate distances : existing vs sampled

Different modeling options / different traps

36/87
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Introduction chatGPT

At the origin of deep learning

m Gradient vanishing issue in deep architecture

X Y
. Ground
Truth
o O
. D
O
Loss

Gradient backpropagation

Gradient weakening => vanishing
37/87
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At the origin of deep learning

m Gradient vanishing issue in deep architecture
m Auto-Encoder architecture / facing unsupervised dataset with NN

Ground X+

noise(X) X Truth
(] O m Denoising

© O m Low dimensional
«© representation learning
I ® SRGS (/ PCA, SVD)

O " Loss
L O
=#\  Auto-association by multilayer perceptrons and singular value decomposition, Biological Cybernetics, 1988

H. Bourlard & Y. Kamp 37/87
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At the origin of deep learning

m Gradient vanishing issue in deep architecture
m Auto-Encoder architecture / facing unsupervised dataset with NN
m Stacked Denoising Auto-Encoder : iterative training / pretraining

X =2 Y
J— X Ground
O Truth
« ¢ _ O
ks ¢ N
Loss
L @)

=/Z| The difficulty of training deep architectures and the effect of unsupervised pre-training, AlS, PMLR 2009
Erhan, D., Manzagol, P. A., Bengio, Y., Bengio, S., & Vincent, P.
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Variational Auto-Encoder

Ground X+
noise (X) o X Truth
M £
1% E z1 O
o % 0 o
% g Y 2o O
[© @) O ]
: Loss
Distrib. O

[

param

m a priori on the distribution
m Structuring of the latent space

Generative Al (for statisticians)

=4 Auto-Encoding Variational Bayes, 2013
DP Kingma

38/87
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=\ Different Forms of Generative Al

Compact
Vector
Representation

Decoder
|1}

Jopooug

Encode an input = construct a vector

Decode a vector = generate an output
39/87
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Different Media / Different Architectures

m Texts: classification problem

[sﬁop pue sieo Buiurel s,u}

Jepooug

Token

prediction

hy
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Different Media / Different Architectures

Limits

Risks LLM & Conscience

m Texts: classification problem
m Images: multivariate regression problem

— cAR
— TRUCK
— VAN

gﬁ D |:| — BICYCLE

FULLY
FLATTEN RO ep SOFTMAX Y =g

Y Y

FEATURE LEARNING CLASSIFICATION

INPUT CONVOLUTION + RELU  POOLING CONVOLUTION + RELU  POOLING.

Convolutional Encoder-Decoder

. “I‘ ooling Indices

I Conv + Batch Normalisation + ReLU
[ Pooling M Upsampling Softmax

Output

Segmentation

Input

RGB Image

U-Net: Convolutional Network:
for Biomedical Image Segmenta
tion, MICCAI, 2015
Ronneberger et al.

NVidia Lab.

40/87
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m Texts: classification problem
m Images: multivariate regression problem

Generative Adversarial Networks (GAN): detecting generated samples

Training Set Sample

Generator

%@@_’ ¥

______________________________________________________________

Eé Generative Adversarial Nets, NeurlPS 2014
Goodfellow et al.

40/87
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Different Media / Different Architectures

m Texts: classification problem
m Images: multivariate regression problem
m Physical processes

Denoising Diffusion Probabilist
~~ Models, NeurlPS, 2020
Ho, J., Jain, A., & Abbeel, P.

Hierarchical Text-Conditional
Image Generation with CLIP

“a corgi Latents, arXiv, 2022
playing a : Ramesh et al.
O g
flame — 18+3~
throwing O
trumpet” ‘
40/87
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Different Media / Different Architectures

Texts: classification problem

Images: multivariate regression problem

Physical processes

Complex structures / 3D / graphs: sequential problem

Mix mechanistic and data-driven approaches

Navier-Stokes PINN model Discriminative GAN model

e.g. Model differential

]
>
. . [5] b=}
equations in a neural 2% g%
1] o—
B
network 52 Ez
8 = 3 =]
A
—~g Neural ordinary differential eq
=&l tions, NeurlPS, 2018 J)) ((( ((
Chen et al.
ics-il (__Probability )
—~g, Physics-informed neural networ ‘ 25
== . m =
~Al J. Comp. Physics, 2019 Zg
Raissi et al. & é
&

Strength

EU Horizon, MSCA PERSEVERE

40/87
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Different Media / Different Architectures

m Texts: classification problem
m Images: multivariate regression problem
m Physical processes

m Complex structures / 3D / graphs: sequential problem

% ALK

Input Function [5/ AV Data + Models :
m PDE, neural ODE

O
o o O Neural S | . H H
ODE/PDE Solver OGP0 operator B Simulation approximations

m Residual Models
m Hybrid Complex Systems

Output Function

—
s(t) \_\/

40/87
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m Texts: classification problem
m Images: multivariate regression problem
m Physical processes
m Complex structures / 3D / graphs: sequential problem
m Reinforcement learning: action/reward
° —— (@rrreey) renpey tprae g
- Drrrtrt gwmml . _»g - sotgnce.
= S il i B
Reward ¢l ~ MSA |
/ Gorot ot Evoformer Structure . 1 Vi
T (48 blocks) e | — *%mw
Y RAAESE P44 ;%&
“_.,. Pair ;‘” Pair ‘ N
——— (> | representation| —»- —" i 3D structure
> ) :” ro) ‘
Apprentissage par L»-» .I .
renforcement search ; l RE—
Templates |
A

\ _
« Recycling (three times)

=/=| Highly accurate protein structure prediction with AlphaFold, Nature, 2021
Jumper et al.
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Data-driven vs Modeling

Ground Truth
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§ s I 2on |8
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]
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Rapte T8- uduesOs Wasmique T,
L. Rabshoue Kamique €SX) nR,‘ (T
Ceomitar nad.al aau‘mu:yu

~
2
z

Fu”lhﬂ,) P !

Ig e €PS, A0s IO, i ko dt
= ataleu

-‘I"U i @m\ = e

= —— A 4T et )
By ==

e

=5

Favuirn

4T
= 5;\;-4"“* S

XrDstd26

00000@000 Limits

LLM & Conscience

XrDstd34
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Data-driven vs Modeling

‘ Mecanistic model / simulation ‘

| ]
e T-T

VR R R
’J‘;{ 2o EPS, A0wd SOk D, i ke ot
abalzun

& F

AeoiTe) v
— Buam = ey * )
= vw(n):“/\ i_::,.?ﬁhﬁ Fouwnin

wie

- &AL 0. 4T
= B,= A =

Boundary conditions
Calibration

00000@000 Limits Risks LLM & Conscience

Data driven ‘

Model training
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00000O@00O0

Limits

Risks

LLM & Conscience

‘ Mecanistic model / simulation ‘

Slow / costly
Accurate

Model : data
generation

DATA

Data driven

Fast
Approximation

O

41/87
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Data-driven vs Modeling

Huge composite mecanistic model

Mecanistic model / @@

simulation % 2 V
Weak component

Not enough model hypotheses

‘ Data driven ‘

41/87
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Data-driven vs Modeling

Mecanistic model / simulation

Prediction

—> +

initial conditions €
DN o

residual model

Data driven

41/87
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Multi-Modality

m Construction of multimodal representation spaces = grounding
m Image = Text: Captioning, Visual Question Answering

m Text = Image: mid-journey, dall-e, ...

\ Alignment of representation
mask I spaces
\ ( ] §_l EEm Image
© u Inpainting
. Word Teraword Knext
"""  Question
E; % Answering Spoke 11,577,917 372,042
A Word Laughed 3,904,519 179,395
B Prediction Murdered 2,843,529 16,890
Inhaled 084,613 5,617
Breathed 725,034 41,215

42/87
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Introduction chatGPT Gen. Al
Multi-Modality

m Construction of multimodal representation spaces = grounding
m Image = Text: Captioning, Visual Question Answering
m Text = Image: mid-journey, dall-e, ...

i
Acute little
" drawn on a sandy

%o

Japooug
1
Decoder

walking next to a
little on top of a




Risks LLM & Conscience

Introduction chatGPT Gen. Al 000000@00 Limits

Multi-Modality

m Construction of multimodal representation spaces = grounding
m Image = Text: Captioning, Visual Question Answering
m Text = Image: mid-journey, dall-e, ...

Festurs meps _

/\0<\ Convolutions i C i Fully connected
— &> I
Text encoder
b4

J1epoosp

Bupoousz
Jeuonisod

UoRUBNY l

PERH-BINA

WION 8 PPY.

Premio]
[T
ENEEEA

Where is the woman? 3

E/g Vqa: Visual question answering, ICCV, 2015

Antol et al. 42/87
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Introduction chatGPT Gen. Al 000000@00

A‘ Multi-Modality

m Construction of multimodal representation spaces = grounding
m Image = Text: Captioning, Visual Question Answering
m Text = Image: mid-journey, dall-e, ...

TEXT DESCRIPTION DALLE2

An astronaut

riding a horse

Japoouz
[
Decoder
%0

in a photorealistic style
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Towards Larger Foundation Models?

m Let the modalities enrich each other

Tasks
R Question 9
% Answering ° .

Data & Sentiment
[ K ’ Analysis

vl a ~)
Text
‘l’ I

&

r‘y Images %

Information V\‘

[
m Extraction

L . Adaptation
Speech W Training FOlI\J’In(ilatEOH \'% Image
ode! | 4  Captionin Z
%’ piioning \\\‘/
. Structured

*. Data
4 p Object

3D Signals é L %‘7 ‘ ‘ Recognition

Instruction

%' Following .. ]

o
On the Opportunities and Risks of Foundation Models, Tech. Report, Stanford, 2021
Bommasani et al. 43/87
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Conclusion

The main challenges of multimodality

m New applications
m at the interface between text, image, 3 ﬁ‘@;w:gw‘f
LIMOLITY, TEXTMUSIGE A

music, voice,

m Performance improvement

m Better encoding, disambiguation, context "_';
encoding

m Explainability (through dialogue)
m [oT / RecSys / Intelligent Vehicle / ... Dalle

44/87
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chatGPT and the relationship with truth

Likelyhood — grammatr, agreement, {1963, he was was assassinated in Dallas ... ]
tense concordance, logical sequences...
= Repeated knowledge

Predict the most plausible word...
= produces hallucinations

Offline functioning Example: producing a bibliography

Can you give me a short bibliography on VAE for Time
Series?

recurrens.
C h a t G P T # k n OWIGdge gra p h S "Variational Recurrent Autoencoders” par Chung et al. (2016) - Cette étude introduit

une approche VAE pour la modélisation de séquences temporelles en utilisant des.

réseaux de neurones récurrents et une méthode de maximisation de la vraisemblance

pour la phase d

Variational 1t aut d
oF: roprint arXiv:1412 6581, 2014

"Generative Modeling for Time !
Bao et al. (2017) - Cette étude ¢ yu,
pour la modélisation de séries ti ¥t

And silly mistakes!

4. "Deep Variational Bayes Filters: Unsupervised Learning of State Space Models from

+ we cannot predict the errors P 0t

Brilliant answers...

for (VRAE). Such a model can be u
2fois Autres aricles  Les 2 versi

45/87
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Generative Al: how to evaluate performance?

The critical point today

m How to evaluate against ground truth?
m How to evaluate system confidence / plausibility of generation?

m T retoa ot oo T, oy,
match n

count(gram,)

reference text " / 3 100% |
: —= b reca
"the fox jumps" —> [the' 'fox 'jumps'] 3

The Ultimate Performance Metric in NLP, J. Briggs, Medium 2021

46/87
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A‘ Generative Al: how to evaluate performance?

The critical point today

m How to evaluate against ground truth?
m How to evaluate system confidence / plausibility of generation?

0.0020 2 | | | ' | | 1 L
NN FashionMNIST-TRAIN
B FashionMNIST-TEST

00015 - WM MNIST-TEST

0.0010 - -
0.0005 - -
0.0000 al | 1 [ [ [ [ 1 r
—4000 —-3500 —-3000 —2500 —2000 —-1500 —-1000 -500 0
log p(X)
Plausibility Train Test

El%] Do Large Language Models Know What They Don't Know?, Yin et al. , ACL, 2023

Ea Do Deep Generative Models Know What They Don’t Know?, Nalisnick et al. , ICLR, 2019 46/87
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Stability /predictability

00®000000 INES LLM & Conscience

m Difficult to bound a behavior

m Impossible to predict good/bad answers

= Models that regularly discredit themselves
Little/no use in video games

= Impossible to certify these models for critical applications

how old is Obama

Barack Obama was born on August 4, 1961, making him 61 years old as of February 2,
2023.

47/87
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Stability /predictability

00®000000 INES LLM & Conscience

m Difficult to bound a behavior

m Impossible to predict good/bad answers

= Models that regularly discredit themselves
Little/no use in video games

= Impossible to certify these models for critical applications

how old is obama?

As of 2021, Barack Obama was born on August 4, 1961, so he is 60 years old.

and today?

47/87
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Stability /predictability

00®000000 INES LLM & Conscience

m Difficult to bound a behavior

m Impossible to predict good/bad answers

= Models that regularly discredit themselves
Little/no use in video games

= Impossible to certify these models for critical applications

+.007 x

N Sk

v S Vel (0. 2.0)  ign(V,7(0, 2.))
“panda” “nematode” “gibbon”

57.7% confidence 8.2% confidence 99.3 % confidence 47/87
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Stability, explainability... And complexity

Sensor 2 | Simple Flashing H—)H—)H—» SPelS: —)H 0« —)H
rules light boie! el
Word sequence .
Sensord | ’ (= combination) Word prediction
m Simple system m Large dimension
m Exhaustive testing of m Complex non-linear combinations
inputs/outputs m Non-predictable &

m Predictable & explainable non-explainable 4887
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A‘ Stability, explainability... And complexity

Interpretability vs Post-hoc Explanation

Neural networks = non-interpretable (almost always)
too many combinations to anticipate

Neural networks = explainable a posteriori (almost always)

[Uber Accident, 2018]

m Simple system m Large dimension
m Exhaustive testing of m Complex non-linear combinations
inputs/outputs m Non-predictable &

m Predictable & explainable non-explainable 48/87
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Transparency : open source / open weight

m Can | modify it? Adaptation
m What training data was used? Data contamination / skills
m What editorial stance / censorship is involved? Access to information
m Why this answer? Explainability / interpretability

Foundation Model Transparency Index Scores by Major Dimensions of Transparency, 2023

Source: 2023 Foundation Model Transparency Index

OOMeta (&) jsssiene  G)OpenAl  stability.ai  Google  anthromc  ®cohere  AlRflabs Inflection AMAazon

Llama 2 BLOOMZ GPT-4  Stable Diffusion2 PalLM 2 Claude 2 Command Jurassic-2 Inflection-1 Titan Text Average
Data  40% 60% 20% 20%
Labor 29% 17%
Compute 57% 17%
> Methods 48%
¢

g Model Basics 50% 63%
% Model Access 33% 33% 67% 33% - 33% 57%
L_é Capabilities 80% 80% 60% 60% 40% 20% 62%
s Risks 20% 20% 20% 20% 24%
g Mitigations 40% 40% 20% 20% 20% 26%
% Distribution 7% 7% 57% 7% 7% 57% 57% 43% 43% 43% 59%
2 UsagePolicy  40% 20% 80% 40% 60% 60% 40% 20% 60% 20% aa%
Feedback | 33% 33% 33% 33% 33% 33% 33% 33% 33% 30%
Impact 1%

Average 57% 52% 47% 47% aN% 39% 31% 20% 20% 13%

https://crfm.stanford.edu/fmti/May-2024/index.html 49/87
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Costs / Frugality

The Rise and Rise of ALl
Large Language Models (LLMS)xe sssorsteatosive cracer

@ Amazon-owned @ Chinese

- size = no. of parameters open-access

Google @ Meta/Facebook @ Microsoft @ OpenAl @ Other

BOTS —» . ° s e oo o o d@F
BlenderBot] PLATO-XL Blenger GG Ba"  BngChigiauce 2
J
billion parameters pr
{ \ GPT-4*
WuDao 2.0 kS J
GL prot Emie 40
PanGu-Sigma
Minerva ( | PalM2
Tean

~—

Braone @ sersecra - @
175 Biion . Ermie 3.0 Titan . F.alcfm 1808

PanGu-Alpha — = BLOOM .
@ ot @ @ e

Q O ouzos @

LaMDA  FLAN

Galactica
Q J‘.S{i\laLM & oeFCS
@ crinchila. @ .4
a LLaMa LiaMa?2 o
ge Lae e
Retro488

GPT-NeoX AlexaTM
. .

.
£ ®emGPT  © aMT5e @ +Doly20  IntemiM
GPT-2

. Codex o ) . e »
. H T ° Alpaca Sai-7B
BERT TS5 Megatron-TiB weim GPTNeo e !
pre-2020 2020 21 22 2023

David McCandless, Tom Evans, Paui Bartan
Information is Beautiful // UPDATED 2nd Nov 23

source: news reports, LifeAvchitect ai
* = parameters undisclosed /[ see the data

# Parameters

1998 LeNet-5
2011 Senna

2012 AlexNet
2017 Transformer
2018 ELMo
2018 BERT
2019 GPT2
2020 GPT3

= 0.06M

= 7.3M

= 60M

— 65M / 210M
= 94M

— 110M / 340M
= 1,500M

= 175,000M
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Costs / Frugality

Emergent Capabilities
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Costs / Frugality

Emergent Capabilities
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Costs / Frugality

Emergent Capabilities
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Costs / Frugality

Emergent Capabilities
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A‘ Costs / Frugality

Emergent Capabilities
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LLMs & Frugality

Pruning

Quantization Mixture of Experts

Distillation

GPT/closed
LLM

Data generation
Knowledges
Open LLM
L Model Alignment

\
NN
AN

T

N

i

Frugality... Model size x1000 in 3y... Then optimization x1/100 in 2y
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LLMs & Frugality

Pruning
Quantization

S % Rapo

Distillation Mixture of Experts

GPT/closed
LLM
(

Data generation

O\ Knowledges
=

: O
(O)13.851 14
et
L Model Alignment : \ QO : y

FP32 = INT4

Frugality... Model size x1000 in 3y... Then optimization x1/100 in 2y

@)
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=\ LLMs & Frugality

Pruning
Quantization
Multiple mpdels

\Dp Knowled
\\\ “\/\ g nowledges
U et O’ 2
O18. ) 14 Selector %
Open LLM // O \ ':‘\ 8\

>
<
N

Distillation Mixture of Experts

GPT/closed
LLM

~& 5 5
FP32 = INT4

+ Code industrialization

Frugality... Model size x1000 in 3y... Then optimization x1/100 in 2y
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Different behaviors, different costs

Les IA sont démasquées !

H Mistral/Ministral @ DeepSeek/DeepSeek v3

SEMI-OUVERT 8 MDS DE PARAMETRES ~ SORTIE 10/2024 SEMI-OUVERT 671 MDS DE PARAMETRES ~ SORTIE 12/2024
Optimisé pour un temps de réaction rapide, ce modele est idéal pour des applications Sorti en décembre 2024, le modéle DeepSeek V3 posséde une architecture Mixture-of-
nécessitant des réponses immeédiates et peut supporter plus de 100 langues. Sorti en Experts qui lui permet d'étre d'une trés grande taille en diminuant les coGts d'inférence.

octobre 2024.
Impact énergétique de la discussion

Impact énergétique de la discussion
671 mitiards param. © " 225 wokens  © _ 4 6wh @
8 milliards param. © 128 tokens @ 4 0.30 wh © taille du modele taille du texte - énergie conso.
taille du modéle taille du texte - énergie conso.
Ce qui correspond a:
Ce qui correspond a:
6g e 2h e g 12min e
0.30g °© Smin ® o 33; ® €O, émis ampoule LED vidéos en ligne

ampoule LED vidéos en ligne

CO; émis
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A‘ Different behaviors, different costs

Different costs for different users/languages

)
. . . . . nb
Pour un texte significatif en Frangais
transf. .
blocks H

and the same in English
() Transformer

block

TOKENS CHARACTERS

17 63 Transformer
block
<s> Pour un texte significatif en Francais word
cross-attn
and the same in English head

{ It's raining cats and dogs }
52/87
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Different behaviors, different costs

Different costs for different users/languages

)
The Tokenizer Playground i
Experiment with different tokenizers (running locally. in your browser). transf. %‘
blocks H

gpt-4 [ gpt-3.5-turbo / text-embedding-ada-002 v
() Transformer
124578 *x 963 block

Transformer
TOKENS CHARACTERS block
5 12
word
124578 * 963 cross-attn
head

@ Text () Token IDs () Hid ..
e e { It's raining cats and dogs }
52/87
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Limits 0000000OO®

A‘ Everything beyond the LLM's capabilities/training

m Simple calculations
(multiplication, division)
m Generating n-syllable animal names
(in progress)
m Playing chess
m Follow (complex) causal reasoning

ATARI 2600 SCORES STUNNING
VICTORY OVER CHATGPT

ChatGPT 4o v

Do you want to play a game of chess?

WHEN YOU UNDERESTIMATE A 1977 CHESS ENGINE...
AND IT HUMBLES YOU IN FRONT OF THE WHOLE INTERNET

53/87
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Introduction chatGPT

Uses

Gen. Al Limits

Risleso00000000000000 LLM & Conscience

Typology of Al Risks in NLP (L. Weidinger)

Discrimination, exclusion
and toxicity

Harms that arise from the language
model producing discriminatory
and exclusionary speech.

@

Malicious
uses

Harms that arise from actors using
the language model to intentionally
cause harm.

Information
hazards

Harms that arise from the language
model leaking or inferring true
sensitive information.

Human-computer
interaction harms

Harms that arise from users overly
trusting the language model, or
treating it as human-like.

0

Misinformation
harms

Harms that arise from the language
model producing false or
misleading information.

Automation, access
and environmental harms

Harms that arise from
environmental or downstream
economic impacts of the language
model.

54/87
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Access to Information

m Access to dangerous/forbidden information

m +Personal data
m Right to be forgotten (GDPR)

m Information authorities

m Nature: unconsciously, image = truth

m Source: newspapers, social media, ...

m Volume: number of variants, citations
(pagerank)

m Text generation: harassment...

m Risk of anthropomorphizing the algorithm
m Distinguishing human from machine

55/87
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Machine Learning & Bias

Mustache, Triangular Ears, Fur Over 40 years old, white,
Texture clean-shaven, suit
{ Cat ‘ ]”Senior Executive\’\

Bias in the data = bias in the responses

Machine learning is based on extracting statistical biases...
= Fighting bias = manually adjusting the algorithm

56/87
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YA Texte M Images B Documents BD Sites Web

Détecter la langue Anglais Frangai v Ping Frangais Anglais Arabe v

The nurse and the docto] X Linfirmiére et le médecin

m Gender choice
m Skin color

m Posture

Sterreotypes from Pleated Jeans -

Bias in the data = bias in the responses

Machine learning is based on extracting statistical biases...
= Fighting bias = manually adjusting the algorithm

56/87
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Bias Correction & Editorial Line

Bias Correction: e
m Selection of specific data, rebalancing éﬁ.ﬂ. '

m Censorship of certain information FAIR

m Censorship of algorithm results

= Editorial work... Done by whom?

m Domain experts / specifications
m Engineers, during algorithm design
m Ethics group, during result validation
m Communication group / user response
= What legitimacy? What transparency? What
effectiveness?

57/87
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Machine learning is never neutral

Data selection
m Sources, balance, filtering

Data transformation
m Information selection, combination

Prior knowledge
m Balance, loss, a priori, operator choices...

Output filtering

m Post processing
m Censorship, redirection, ...

= Choices that influence algorithm results

58/87
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Data Leak(s): different security levels

PATRIOT \/ Query (& documents)
ACT

Y chatGPT

"What is the color of the sun? ‘

Recording [Most answer yellow, but orange or red ...
Query + documents +
user feedback )

Future Optimization

m Transfer of sensitive data
m Exploitation of data by OpenAl (or others)

m Data leakage in future models
50/87
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Data Leak(s): different security levels

o®

Any document

Commercial tools,free to use
Variable licence

Commercial tools, E|§ Personal

Paid llcence_ . information
more guaranties vs patriot

||
Commercial tools, n
Paid licence + option Ongoing
e.g. European servers project \
Institutional LLMs aWS Medical

deployed within a records
controlled perimeter

Local use e
pre-trained/finetuned models () v
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Security Issues

Malware
Direct access to the
plugin core of the system

m Plug-ins = Often significant security vulnerabilities
for users

m Email access / transfer of sensitive information etc...

m Management issues for companies Aeommutaton

. : 2
m Securing (very) large files
- E- o<

m Increased opportunities for malware signatures Malware = signature

Different signatures

m =~ software rephrasing

Malware

m New problems!
m Direct malware generation

60/87
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Limits Risksooooooe@00000000
Educational Challenges

O\
SN

m Redefine our educational priorities,

subject by subject,

as we did with Wikipedia/calculator/...
m Accept the decline of certain skills

SRR
RED

T
RE RS
T

‘_
L,
ke

,,‘,
SRR

N

m Train students in the use of LLMs, while
managing to temporarily prohibit their use

Teacher 24/7
e
\ ) 0=

®="| | Direct solution

o=

PR

5
0

atat
ks

!

o
o

=8,

[

R
)
B

8 I e

o |

m Learn to recognize LLM-generated content, use
detection tools.
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Decline / Evolution of Cognitive skills

Our brain will evolve with these new tools...
What is the scope of these transformations? What will be the consequences?

m Education sciences and psychology had conjectured it...
cognitive sciences have measured it

significant

P valuesl

Your Brain on ChatGPT: Accumulation of Cognitive Debt when Using an Al Assistant for Essay Writing Task, N. Kosmyna et al. arXiv 2025 62/87
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Legal Risks/Questions

Training model

Reading, collection,
formatting

od

s
d : 9
0

.|
(0

<[>
@ Storage
p . (temporary ou permanent)
Documents, °
personal data, -

medicine data, ... @
N\ J 7

Right to collect,

Copyright and
database law

Right to use data in
an algorithm
Optout

right to copy,
consent

Model =
emanation of data?

Risksooooooooe000000 LLM & Conscience

Trained model = }

Math function ‘ Inference ‘

=
K
iEi

VR

Generate commands,

diagnostics, texts,
image, codes

Reproductions o
untraceable
extracts

Usage regulation

W Responsibility for
0‘5\\\__'6/’0 errors

Clearview.ai

63/87



A Introduction chatGPT (VE Gen. Al Limits Risksoooooooooeo0000 LLM & Conscience

Economic Questions

m Funding/Advertising <> visits by internet users
m Google knowledge graph (2012) = fewer visits, less revenue
m chatGPT = encoding web information... = much fewer visits?

= What business model for information sources with chatGPT?

Google’s Knowledge Graph Boxes:
killing Wikipedia?

by Gragory Kohs i r_':‘ﬁﬂfr'f:;n milien  Page Views on English wikipedia (x 1000,000) 1‘,‘,:’,?;;?:1’;’;.’2
— non mabile
10000 | | — maobile
— total ,\/_/
8000 %b/\/\ /\./—-fr\
6000 LA PRENEEL Znt
4000
2000 L
|
=]
0
2008 2008 2010 2011 2012 2013 2014
et have been normalized to months of 20 days 20031, Feboi2803 Mar®30/31, etc

= Who does benefit from the feedback? [StackOverFlow]
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Risks of Al Generalization

Writing,
reflection,
outline, ideas ;. 1 Al usage
poag
Al everywhere = f— verteation
/ -
loss of meaning? 9 . —
m In the educational domain o QIO
m Transposition to HR ©® H
i ; Automated |
m To project-based funding \ evaluation,
systems G summary, ...
Outline, quiz,
illustrations ‘
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Detection of texts generated by chatGPT

Reformulation par chatGPT

Tout cocher *

Trier les documents par  Date de dépot IF 1-2sur2
E Plagiat Def 2 #4483eb =
3 07/01/2023 19:18 par vous | 122mots | 19,47 ko Plus d'infos =¥

oo [ maprore ]

E Plagiat Def 1 #2073

-
= R: rt

(0011202319738 parveus | 135 mos | 1673 Ko | Plusdinfes S oo [
Définition de Wikipedia

Crédit: S.
Pajak
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Detection of texts generated by chatGPT

Chat GPT
GPTZero G @

Detect Al Plagiarism. Accurately ORIGINALITY Al . Al Detector

m Text classifier (like for any author)
m Detection of biases in word choice / phrasing
m Characterization of text plausibility (OpenAl, GPTZero)
m Hyper-fluency of sentences, over-abundance of logical connectors
m Language model = statistical = measurement between distributions
(perplexity)
m J-plausibility on perturbed texts (DetectGPT)
m chatGPT should quickly integrate fingerprints in generated texts

Detectors = < 100% detection

-+ confidence level in detection 06/67
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Detection of texts used by chatGPT

Likelihood

o [am
Word
Sequence

m Closed corpora = challenge of detection of texts used in training

m Detection of likelihood/surprise of observed word sequences
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

+.007 % =
%
v Sien(Val (0.2.9))  (ion(v,7(0, 2,y)
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Explaining and Harnessing Adversarial Examples, ICLR 2015, Goodfellow et al.
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

Justin Johnson, Stanford CS231n
r r
: 68/87

max speed 100 stop
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

A typology to attack ML algorithms

Poison

| Detection

Poisoning

Training

Data Evaluation

Adversarial Inference Attacking data / diag

Evaluation
Training

Knowing the model / gradient /

I Evasion Input 4 nothing
Detection .

Sutput Extraction How to protect?

Evaluation
Machine Learning
Model

Evasion

Evaluation

Sumit Singh, 2024 68/87
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How to approach the ethics question?

Medicine

B BB N

B B &

Autonomy: the patient must be able to make
informed decisions.

Beneficence: obiligation to do good, in the
interest of patients.

Non-maleficence: avoid causing harm, assess
risks and benefits.

Equality: fairness in the distribution of health
resources and care.

Confidentiality: confidentiality of patient
information.

Truth and transparency: provide honest,

complete, and understandable information.

Informed consent: obtain the free and
informed consent of patients.

Respect for human dignity: treat all
patients with respect and dignity.

Artificial Intelligence

B D=

(o[ =~

[~ [

Autonomy: Humans control the process
Beneficence: in the interest of whom? User +
GAFAM...

Non-maleficence: Humans + environment /
sustainability / malicious uses

Equality: access to Al and equal opportunities

Confidentiality: what about the
Google/Facebook business model?

Truth and transparency: the tragedy of
modern Al

Informed consent: from cookies to
algorithms, knowing when interacting with an Al

Respect for human dignity: harassment

behavior/ human-machine distinction
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How to approach the ethics question?

Medicine

B BB N

B B &

Autonomy: the patient must be able to make
informed decisions.

Beneficence: obiligation to do good, in the
interest of patients.

Non-maleficence: avoid causing harm, assess
risks and benefits.

Equality: fairness in the distribution of health
resources and care.

Confidentiality: confidentiality of patient
information.

Truth and transparency: provide honest,

complete, and understandable information.

Informed consent: obtain the free and
informed consent of patients.

Respect for human dignity: treat all
patients with respect and dignity.

Artificial Intelligence

B D=

(o[ =~

[~ [

Autonomy: Humans control the process
Beneficence: in the interest of whom? User +
GAFAM...

Non-maleficence: Humans + environment /
sustainability / malicious uses

Equality: access to Al and equal opportunities

Confidentiality: what about the
Google/Facebook business model?

Truth and transparency: the tragedy of
modern Al

Informed consent: from cookies to
algorithms, knowing when interacting with an Al

Respect for human dignity: harassment

behavior/ human-machine distinction
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Généralisation Memoire Intentionalité Jugement Conscience de soi

B

]

[~

La conscience (par chatGPT)

Subjectivité La conscience est intrinsequement subjective. Chaque individu a sa
propre perspective interne, un point de vue unique sur le monde.
Intentionnalité La conscience est souvent dirigée vers quelque chose : un objet,
une pensée, une sensation. Cela signifie qu'elle est intentionnelle, se focalisant sur
des éléments spécifiques.

Réflexivité La conscience permet a un individu de se reconnaitre comme étant
conscient. C'est la capacité a penser a ses propres pensées, a s'auto-évaluer et a
se considérer comme un étre distinct.

Unité Malgré la multiplicité des sensations, pensées et émotions, la conscience
tend a les unifier en une seule expérience cohérente.

Continuité La conscience a un caractére temporel. Elle s'inscrit dans une
continuité, reliant le passé, le présent et les projections futures.

Sentience Il s'agit de la capacité a ressentir des émotions et des sensations. La
conscience permet de vivre des expériences plaisantes ou douloureuses.

Libre arbitre Certains considérent que la conscience est associée au libre arbitre,
c'est-a-dire la capacité de faire des choix délibérés, bien que cela fasse I'objet de
débats philosophiques.
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Généralisation Memoire Intentionalité

Pouvoir de Généralisation

Jugement Conscience de soi

La notion de généralisation est centrale en Machine Learning:

Probléme iid: indépendant et identiquement
distribué

m Sur-apprentissage, généralisation
m Data-Augmentation, régularisation

Transfert d'apprentissage

m Dépasser le cas iid, dérive des distributions
Multi-taches, transfert de tache

m Apprendre a faire de nouvelles choses

Dimension 2

Dimension 2

Jeu de données 2D a deux classes

e Classel .
o Classel(n S
Classe 2 oo o
5 Chsezm O °
A Classe % o o
.
00, ¢ o
o
N ° s °
&
44,
™y A x
A
, a4 4
i o,
A A A
NS
a [
a
4 -2 0 2
Dimension 1
Jeu de données 2D a deux classes
e Classel .
O Classe 1(T) °
4 Classe2 . °
& Classe 2 (T) o™ o
o © °
oe o %
© b °
oloao .
o
s ha,
T A 5
Aala a
Ak
a
. 4 A
A 40
- L
-4 -2 0 2 4

Dimension 1 71/87



Généralisation Jugement

Les LLM et la généralisation

Instruction finetuning

Please answer the following question. m
What is the boiling point of Nitrogen? '

Chain-of-thought finetuning

Answer the following question by

reasoning step-by-step. The cafeteria had 23 apples

originally. They used 20 to

4 make lunch. So they had 23 -
20 = 3. They bought 6 more
apples, so they have 3+ 6 =9.

Language
model
Multi-task instruction finetuning (1.8x tasks)

n Q ue Sign Ifle I Id d ans |es d on nées Inference: generalization to unseen tasks
textuelles?

conversation with George Washington?
m Wikipedia, Reddit, Bioinformatique,

Geofrey Hinton is a British-Canadian
computer scientist born in 1947, George

Washington died in 1799. Thus, they.
could not have had a conversation
together. So the answer is “no".

Give the rationale before answering.

Médecine, Finance, ... 6 5408 model
m Multi-tdche & FLAN S o
T g 40 S
PN N . . g4
m Du multi-tache a la multimodalité 23
—E;?’ 20 8B model
Z’:‘,‘_:
0
09 89 282 682 1,836

Number of finetuning tasks
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Généralisation Memoire

Intentionalité

Jugement

Conscience de soi

Approche analytique vs imitation

< Aujourd’hui, un systéme de deep learning
n'est pas capable de raisonnement logique.

[La machine] exécute sans avoir la moindre
idée de ce qu'elle fait, et possede moins de

sens commun qu'un chat de gouttiére >

Selon lui, il faudrait 170 000 ans a un
humain pour apprendre tous les tokens d’un
grand modéle de langage (LLM). Pourtant,
avec deux millions de fibres nerveuses
optiques qui transferent I'équivalent de 10
bytes par seconde, un cerveau humain
enregistre 50 fois plus de données qu'un
LLM en 4 ans.

Yann LeCun

HEAD

EARS
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Les connaissances paramétriques

Construction

Huge Huge

+Filtered Transformer Causal pretraining u Voca bU |a Ire
dataset architecture
m Grammaire
Transformer
block [1 963, he was was assassinated in Dallas ... ]
:
w [Mos( answer yellow, but orange or red ... ] u CO nnaissance

B HEHE

Transformer
block

Des connaissances
imparfaites mais
impressionnantes

=3%

of the corpus @ @ Q H B
What is the color of the sun?

Mesure: benchmark & métrique
Limites
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Généralisation Memoire

Les connaissances paramétriques

Construction
Mesure: benchmark & métrique
m QA: Question Answering HotpotQA; 2WikiMultihopQA; MuSiQue; KQA
Pro...
m Formattage imposé, Regex, NLI pour la vérification des résultats

Paragraph A, Return to Olympus: \\\\\\

[1] Return to Olympus is the only album by the alterna-

tive rock band Malfunkshun. (3] It was released after //

the band had broken up and after lead singer Andrew Z /
Wood (later of Mother Love Bone) had died of a drug %//4
overdose in 1990. [3] Stone Gossard, of Pearl Jam, had ‘/
compiled the songs and released the album on his label,

Loosegroove Records. —

Paragraph B, Mother Love Bone: —— = .

[4] Mother Love Bone was an American rock band that —;%’ f :
formed in Seattle, Washington in 1987. [5] The band To S

was active from 1987 to 1990. (6] Frontman Andrew © 8%
Wood's personality and compositions helped to catapult P & \

the group to the top of the burgeoning late 1980s/early R &

19905 Seattle music scene. [7) Wood died only days be- Z N

“ ‘ W
QR
fore the scheduled release of the band's debut album, 7

“Apple”, thus ending the group’s hopes of success. [8] \

The album was finally released a few months later. \\

Q: What was the former band of the member of Mother

Love Bone who died just before the release of “Apple™ Figure 2: Types of questions covered in HOTPOTQA.

A: Malfunkshun Question types are extracted heuristically, starting at

Supporting facts: 1,2, 4. 6,7 S . : N
question words or prepositions preceding them. Empty
colored blocks indicate suffixes that are too rare to
show individually. See main text for more details.

Limites
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Les connaissances paramétriques

Construction
Mesure: benchmark & métrique
Limites

m Hallucinations

m Auto-évaluation / confiance problématiques
m Quid des limites imposées aux LLM (politique etc...)

74/87
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Des bases de connaissances aux LLM
Ontologies LLM

m Stockage implicite (parameétres)

m Stockage (RDF, ...) m Requétage en langage naturel mais

m Requétage (SparQL) instable

m Raisonnement logique (Prolog, m Raisonnement = mimétisme des
Pellet, Hermit, Elk) schémas vus en apprentissage :

puissant mais imparfait

Base de faits: Base de regles: Moteur d'inférence:

est la capitale
Barack Obama a Honolulu @

Honolulu est la capitale d'Hawai
est inclus dans

> Barack Obama a Hawai
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Couplage: RAG, Toolsformer, Raisonnement

m Chercher dans des documents plutot que dans sa mémoire [RAG]
m Faire appel a des outils externes [calculatrice, Web, appel SQL]
m Apprendre a raisonner
m Difficile pour un modeéle qui ne sait pas faire une opération mathématique
. Mais plus facile quand on sait programmer

Intranet /

Internet
/§>

§§ E [What is the color of the sun? ]

Most answer yellow, but orange or red .. J

Génération en mode extraction d'information
76,87
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m Chercher dans des documents plutot que dans sa mémoire [RAG]

m Faire appel a des outils externes [calculatrice, Web, appel SQL]

m Apprendre a raisonner
m Difficile pour un modeéle qui ne sait pas faire une opération mathématique
m ... Mais plus facile quand on sait programmer

. LLM Intranet /

al Internet

What is the color of the sun?
Calculatrice
34*72
Quand mettre la réunion la semaine Calendrier
prochaine avec XXX et YYY?

Quel temps est-il prévu aujourd'hui? Interpréteur de code

Réponse = fusion d'informations ]
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Couplage: RAG, Toolsformer, Raisonnement

m Chercher dans des documents plutot que dans sa mémoire [RAG]
m Faire appel a des outils externes [calculatrice, Web, appel SQL]
m Apprendre a raisonner

m Difficile pour un modeéle qui ne sait pas faire une opération mathématique
m ... Mais plus facile quand on sait programmer

Task: Basic Math

Problem: Before December, cus-
tomers buy 1346 ear muffs from
the mall. During December, they
buy 6444, and there are none. In
all, how many ear muffs do the cus-
tomers buy?

Predicted Answer: 1346.0 X
Generated Program:

answer = 1346.0 + 6444.0
print(answer)
# Result ==> 7790.0

Gold Answer: 7790.0 /

Task: Muldiv

Problem: Tickets to the school
play cost 6 for students and 8 for
adults. If 20 students and 12 adults
bought tickets, how many dollars’
worth of tickets were sold?

Predicted Answer: 48 X
Generated Program:

T
| a=20+%6

|b=12+8

| c=ath

| answer=c

‘ print(answer)

| # Result ==> 216.0
l

Gold Answer: 216 /
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Unité et continuité

Deux domaines ou les modéles ont le plus progressé... Mais on partait de 0 !

m Unité : vers des modeles de fondation

m Loin de I'universalité (ou méme des 5 sens)
m Continuité

m Suivi de dialogue

Tasks
Question 9
¢ =g —
Data p Sentiment
[ . Analysis

Text L‘J -
> 5 G
ﬂ; — | 4_? / % Information v‘\‘ G PT

Extraction

) ) = Adaptation
— ,,,w\,) Training Fo:dnc:iation X
e /  Captioning
@ =g 2

Structured .
5
Object A
. Recognition

Instruction
Following ... J
>

&

3D Signals -?-
Dialog corpus

€
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Conclusion

m L'intelligence est-elle assimilable a du calcul?
m La logique est-elle indispensable?
m L'apprentissage sans logique est-il raisonnable?
m Plus de livre qu'un humain n’en lira jamais,
plus d'image qu'un humain n’en verra
jamais...
m vs esprit analytique
m || existe d'autre forme d'intelligence que
I'intelligence humaine... Mais l'intelligence
est-elle la conscience?
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Généralisation Memoire Intentionalité Jugement Conscience de soi

A‘ La conscience et l'intention

Tout ce qui est vivant a des intentions, des buts

_ _ m Réponse a un prompt
m Libre arbitre ..
m Suivi des commandes

m Intentionalité o .
m Initiatives: aller sur le web chercher une réponse

IA Forte / Artificial General Intelligence

m Augmented Generalization

Define Inputs & Output
s enne ipats AP Capability (Universality)

m Break down into subtasks :
m Autonomous Learning

m Build & test components

_ : m Data/information access
(processing chain)

m Knowledge extraction (Train-
m Assert (limited) generalization (iid ing+Eval+Confidence/Trust)

assumption) m Reasoning

m Performances Evaluation m Conscience, Intentionality
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Créativité

La créativité est-elle menacée par les IA? Nécessite-elle de I'intention?

m L'interpolation entre deux éléments (textes,
images, sons, ...) est-elle une création?

m Que se passe-t-il si la base d'interpolation est
infinie?

m Les |A peuvent-elles apprendre a partir de
données générées?

Les textes/images générés en |A
sont nouveaux (peu de reprise mot a
mot, de portion d'image copiée)

Les problématiques de droit d’auteur
sont critiques
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Intentionalité et acceés a |'information

m Une |A n’est jamais neutre

m Choix des données, présence des biais
m Corrections manuelles, ligne éditoriale

m Un |A n'a pas d'intention... Si ce n'est une
fonction objectif a minimiser
m Comment est choisi cet objectif dans |'acces a
I'information?
= Max. rétention des utilisateurs
= Bulles de pensées etc...
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Le machine learning peut il aborder des taches subjectives

Positive  GENERAL  Voice Battery  Camera  Size Weight

m Oui, lorsqu’on est capable de lui fournir H H H H H H
des étiquettes uI uI |_|I uI IJI |_|I

=- Opinion Mining dans les années
2005-2015

Negative Cellular Phone 1 D Cellular Phone 2 -

SENTIMENT ANALYSIS

POSITIVE NEUTRAL NEGATIVE

Aepronnsscondcr by prnssion o Ansresn a sixseconds
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Bien/Mal, Beau/Laid

Une IA peut-elle emettre un jugement?

m Reproduction de regles vues en apprentissage

m ... Avec extension a des taches proches
m Beaucoup de valeurs imposées
m Ligne éditoriale absolument pas autonome

Les 3 lois de la robotiques imposées dans |. Asimov: répétées encore et encore jusqu'a
assimilation

1 Un robot ne peut porter atteinte a un étre humain ni,
restant passif, permettre qu'un étre humain soit
exposé au danger.

2 Un robot doit obéir aux ordres donnés par les étres
humains, sauf si de tels ordres entrent en contradiction
avec la Premiere Loi.

3 Un robot doit protéger sa propre existence tant que
cette protection n’entre pas en contradiction avec la
Premiere ou la Deuxieme Loi.
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Mais des usages concrets

m Les |A sont utilisées pour juger:

m Qualité d'un résumé Automatique
m Niveau de fluidité d'un texte...

= On utilise des LLM pour ces taches

Judging LL.M-as-a-Judge
with MT-Bench and Chatbot Arena

Lianmin Zheng'*  Wei-Lin Chiang'*  Ying Sheng"*  Siyuan Zhuang'

7hanchan Wn!  Vanchan Zhuana 3 7iTin2  ZhuahanTil  Nachena Til3

Wi
JUSTICE OR PREJUDICE? a‘mf
QUANTIFYING BIASES IN LLM-AS-A-JUDGE

Jiayi Ye' *, Yanbo Wang' *, Yue Huang'" *, Dongping Chen?, Qihui Zhang®, Nuno Moniz',
Tian Gao?, Werner Geyer?, Chao Huang’, Pin-Yu Chen*, Nitesh V. Chawla', Xiangliang Zhang' *

84/87



CONSCIENCE DE SOI



Généralisation Memoire Intentionalité Jugement Conscience de soi

A‘ L'IA a-t-elle conscience d’elle-méme?

A priori, pas du tout... Mais:

Google licencie un ingénieur aprés sa discussion
troublante avec une IA : elle avait peur d'étre
débranchée

Par Mathilde Rochefort
Publié le 13 juin 2022 a 11h00

Répétition d'ordres abstraits
pour accéder au coeur de la
mémoire des LLM

|U1
00

Beaucoup de neurones dont
les fonctions ne sont pas
établies
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Jugement

Généralisation Memoire Intentionalité

Comment qualifier les deadbots?

LLM assimilant les données d'une personne
décédée

Humain dialoguat avec la personne en question

Risque important mais aussi outil pour faire son
deuil

Forum europeen tle hioethigue
Deuil et infelligence artificielie : faut-il
aluoir peur des «deathots» ?

Quel humain pour demain ? dossier v

Conscience de soi
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B
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Conclusion

Subjectivité La conscience est intrinséquement subjective. Chaque individu a sa
propre perspective interne, un point de vue unique sur le monde.
Intentionnalité La conscience est souvent dirigée vers quelque chose : un objet,
une pensée, une sensation. Cela signifie qu'elle est intentionnelle, se focalisant sur
des éléments spécifiques.

Réflexivité La conscience permet a un individu de se reconnaitre comme étant
conscient. C'est la capacité a penser a ses propres pensées, a s'auto-évaluer et a
se considérer comme un étre distinct.

Unité Malgré la multiplicité des sensations, pensées et émotions, la conscience
tend a les unifier en une seule expérience cohérente.

Continuité La conscience a un caractére temporel. Elle s'inscrit dans une
continuité, reliant le passé, le présent et les projections futures.

Sentience Il s'agit de la capacité a ressentir des émotions et des sensations. La
conscience permet de vivre des expériences plaisantes ou douloureuses.

Libre arbitre Certains considérent que la conscience est associée au libre arbitre,
c'est-a-dire la capacité de faire des choix délibérés, bien que cela fasse I'objet de
débats philosophiques.
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