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Al opportunities

Introduction ©000000

A quick historical tour of Artificial Intelligence

Birth of Computer Science... And of Artificial Intelligence

1956 Dartmouth Conference:
The Founding Fathers of AL

John MacCarthy

s

. Automated E. Dickmanns :

cheque reading 1000km in
autonomous vehicle

A.Turing  Dartmouth

conference !
First creation of IA G Hinton
computer DARPA Backpropagation
| W ‘ IBM Deeper Blue
‘ 1941 1950 1956 1958 1963 1965 1972 1979 1986 1987 1990 1992 1993 1994 1997
Dynamic LISP Language PROLOG 1st hLural :;4—‘
.5
: DARPA
programming Perceptron Network ’\DA/l\JIgPA TREG SVM Decision Tree
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A quick historical tour of Artificial Intelligence

Emergence (or Reinvention) of GAFAM/GAMMA
<777
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A quick historical tour of Artificial Intelligence

Emergence (or Reinvention) of GAFAM/GAMMA

Opinion Ieader detection
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A quick historical tour of Artificial Intelligence

Formation of a Wave of Artificial Intelligence

Hinton/Krizhevsky

? Go gle.. ‘

© KnowedoeGraph A Deep-Learning

A b a‘z O AlphaGo
( W - o8
Thrun: )
DARPA Gd Challenge . K. Cho @ CERCEE

i Translate (v2
victory Traduction auto. v2)

— l

‘ 2005 2007 2008 2009 2010 2011 2012 2014 2015 2016 2017 2020 2023 ‘

amazon alexa

© OpenAl

b Google  <szpp
\
DeepMind MOBILEYVE

Acquisition : $400M An(inteD) company

Acquisition :
$15B

= Jeopardy win 2/53
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Artificial Intelligence & Machine Learning

Input (X) Output (Y) Application
email ——> gpam? (0/1) spam filtering
audio ———> text transeript speech recognition
English >  Chinese machine translation
ad, user info > click? (0/1) online advertising
image, radar info —= position of other cars self-driving car
image of phone —> defect? (0/1) visual inspection
Al: computer programs that engage in N-Al (Narrow Atrtificial
tasks which, for now, are more Intelligence), dedicated to a single
satisfactorily performed by humans task
because they require high-level mental £ G-Al (General Al), which replaces
processes. humans in complex systems.
Marvin Lee Minsky, 1956 Andrew Ng, 2015
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Al opportunities

Al's Place in the Digital Domain

Digital

Al

Data
Machine-Learning

Deep L.
Neural Net.

m Self-checkout at the supermarket
m Google Maps

m Predictive systems (e.g., real estate
market), recommendation

m ChatGPT

A lot of digital tools transform the job
market...

= A global view is required to
understand the transformation
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Let's imagine some solutions for
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Al opportunities

Problem examples

Let's imagine some solutions for

[Document

£ 2 AT
ma = fencing [00[Dall
l)dsl\(‘ll)dll S0C Cerlr;»(lmr

E ailin

EKET

Théme 2
Analyse sémantique

Analyse sémantique latente: LSA, pLSA, LDA
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Problem examples

Let’s imagine some solutions for

Time series evolution @ an example

Protess output

0 5 10 15 20 = S 35 0 5/53
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=\ Problem examples

Let’s imagine some solutions for

What can | help you with?

Al opportunities

NN
Extraction \
de fenétres

Calcul de
caractéristiques !
Mr

N

Fenétre |

4000 5000 7000

6000

3000

2000
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Supervised Processing Chain & Models

Dataset

\
:(> Green Inference

2
‘ :{> Red Classifier
é :{> Red
o

o

Green Red

\ Supervision

m Promise = building a model solely from observations
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Supervised Processing Chain & Models

~ > fErr) = pred

x e X yey

Feature Extraction

LTI T 1]

X

Features  Supervision

m Think about the feature space = observation description

m ... And about required supervision
6/53
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Supervised Processing Chain & Models

Naive Bayes Model

e N\
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.. = < M output /‘. Separating
e 1 Hyperplane
*ommet 7 7
o A ANAN; A\
o % @ *.b‘ . ' Target=Yes
e e ‘l' 0 LN .
o 0% oY, .
oo og .
e AR Lt
o ° o *
‘ o
o
£ ] Support Vectors
el F H b wiinall Instance
. LIE00 1 s Setos
Random Forest et | T
/"// | \\L_‘
L s Y T
N N N
= BN =
ébd » &k AN
Tree-1 Tree-2 Tree-n

6/53



Introduction 0000@00 Al opportunities

=\ Supervised Processing Chain & Models

Raw Image

Parameters W ‘

m Random initialization... And random decision-making (at first!)

6/53



Introduction 0000@00 Al opportunities

Supervised Processing Chain & Models

RawImage ©

m Updating the weights
m Epsilon-sized steps, many iterations over the data
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Supervised Processing Chain & Models

.
oLl

Red
Red

m Training is slow and costly

m Inference is (much) faster
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Supervised Processing Chain & Models

Clearly separate the different steps in machine-learning

- & o

Model Parameter tuning
selection Optimization Industrialization

— &

Best model

(% J U J
L g L g

Model Training = Intensive Computing Model exploitation = limited Computing
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Estimating performance (in generalization)...
Is just as important as training the model itself!

éléments pertinents
Cls i Loc + Cls+Loc « Duplicate © Bkgd  Missed

i : ¥ ¥ y faux négatifs vrais négatifs
| 1 [ [ |
| ' | | |
| ' | | '
| 1 | | '
| 1 L el | |
) ' ' '
| [ '
|

I !
 — 4t 4t 4 | N/A »
04 & 1,04 & LO04 & LO0O4 L L04 ot 1 vrais positifs  faux positifs

Crédit: https:}‘/github.confphalanx—h kleccv2020 _pa berlisUissueé/S

Précision = ——— Rappel =——

éléments sélectionnés
popEnE B mrccccmmE-l L, gm

E“g ;* sf count(gram,)
I:' D I:‘ I:‘ l:‘ reference text i = 43% precision
"the fox jumps” —>[the' 'fOX jumps’] 7

7/53



Introduction 00000®0 Al opportunities

Measuring Performance

Estimating performance (in generalization)...
Is just as important as training the model itself!

[instance]

uonoipeid

yindy punosf / uoisinledng
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Measuring Performance

Estimating performance (in generalization)...
Is just as important as training the model itself!
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Ingredients of Artificial Intelligence

Sensors
o I amazon
P WUT webservices
~Jupyter y . .- v .
ot pgthon 7 goftware | Storage & ICroso

“ Computing | Il Azure

<SANVIDIA.
™ CUDA
Tensor Spaﬂ( O Models o 3 GOOg|e Cloud
GitHub (2

O PyTorci Z ¥ HuggingFace  NVIDIA.
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Access to Al: At a Crossroads

Computer science Student Programming
prerequisites for Al skills

1985-2005: widespread introduction

of computer science education in 2014: Python introduced in 2019: NSI / python

scientific higher education French preparatory classes in High School
1995 2002 2007 2007-10: 2016
numpy torch CUDA scikit-learn pyTorch
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Access to Al: At a Crossroads

Prérequis informatique Niveau des étudiants en
pour IA programmation/algo

_—

1985-2005: généralisation de 2014: pythonen ~ 2019: NS / python
'enseignement de linformatique dans prépa aulycée
T'ens. supérieur scientifique
1995 2002 2007 2007-10: 2016
numpy torch  CUDA  scikitlearn  pyTorch

Three levels of access to Al:

Leverage a chatbot... in an
optimal and responsible way

Use tools, manipulate data

Develop tools

9/53
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What is the cost to access Al (today)?

Adapt vision system

to detect objects Integrate LLMs in

processing chains

Learn machine AlphaFold exploitation
Use Chatbots learning models on | (structure / function Fintune LLM to
tabular data prediction) new tasks
Deep Vision

adaptation

Time-series analysis

% vorovs ~
Q) AlphaFold

™
O PyTorch_ ©
Tensor

Recommender
Systems training

G ol

Reinforcement

learning, robotics New deep-learning

architectures, new
In depth adaptation/SOTA | hypotheses, ...

to vision, language, time-
series, ...
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What is the cost to access Al (today)?

Adapt vision system

o detect objects Integrate LLMs in

processing chains

Learn machine AlphaFold exploitation
Use Chatbots learning models on | (structure / function Fintune LLM to
tabular data prediction) new tasks
Deep Vision
[Co— i
1 month adaptation

Time-series analysis

% voLovs v
Q) AlphaFold

i
O PyTorch_ ©
Tensor

Recommender
Systems training

G ol

Reinforcement
learning, robotics

New deep-learning

architectures, new
In depth adaptation/SOTA| hypotheses, ...

to vision, language, time-
series, ...
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Al opportunities

Introduction

e =

- all
Training an LLM
Local plateform to

Sensor monitoring, Autonomous build & deploy Al Answering LLM Training a vision
basic decision driving system models calls system

‘0-10W‘ 20-150W} ‘0.2-1.5KW‘ 1-5kW 0.5-50 MW

m Electricity, water, rare-earth elements, CO, emissions, financing costs, etc.
= Most costs scale proportionally
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So, let's stop speaking of Al !

Machine-learning Deep-learning LLM
m Tailor made system / = ML systems

o 1k params
haute-couture for DL svstems o 1M
m Many (many) numerical data y

applications _ LLM systems o< 10°M
m Basic entry for

semantic data (text,
image, voice, users’
traces, ...) Mo el
. m [Vlajor societal impact
u Shoyld be part of the m Multi-modal systems, J . ) P
curriculum for all (education, jobs

A new paradigm (e.g. ) .
.. market, information
engineering students self-training) s )

m Easy to handle

m New applications,
new interfaces to
existing systems...

m (often) Provide
strong system
optimization

= Choose your keywords more carefully!
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A Al balance

In every systems, you have to ask yourself:

m How much does it cost to develop? To run?
m What is the potential of the system?

An LLM/agentic based processing Tailor made system deep learning
chain... system (e.g. for precision agriculture)
Cheap to develop m High development/training cost
No training required (= software m Low running cost
engineering) m High potential to reduce
High running cost? In which fertilizer /water use
country? Relying on green m Risk of being used as an excuse to
computing? avoid making efforts elsewhere

= How to define a frugal system?
and anyway, what are the associated gains/risks?

13/53
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Why So Much Controversy?

m New tool [December 2022]
m + Unprecedented adoption speed [IM users in 5 days|

m Strengths and weaknesses... Poorly understood by users
m Significant productivity gains
m Surprising / sometimes absurd uses
m Bias / dangerous uses / risks
m Misinterpreted feedback
m Anthropomorphization of the algorithm and its errors

m Prohibitive cost: what economic, ecological, and societal model?
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At the end of the day

" Statistical Modeling of )

L Texts
Texts spliting = | lterative Process
tokens - -
4 - =~ ~

ILarge Language Models (LLMs), such asI GPT-3 and GPT-4, util Y Large | 0.02 \
ize a process callkd tokenization. Tokenization involves br 1 entire 0.01
eaking down text ipto smaller units, known as tokens, which F°}'
the model can process and understand. These tokens can rang I units
e from individual [characters to entire words or even larger 1 ;:lén
chunks, depending pn the model. For GPT-3 and GPT-4, a Byte 1 may

Pair Encoding (BPE) tokenizer is used. BPE is a subword tok

-

Dictionary

| Startingtext |

Language

Model

| Token forecasting
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Five Key Use Cases in Pictures

Reformulation

Information access
Brainstorming

Document
Analysis

%

16/53
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1
- - == )

A formatting
tool

{ Formatting, language, ... ]

m Personal assistant
m Template, recommendation, motivation letters, cancellation letters
m Translations

m Meeting minutes
m Formatting notes

m Writing scientific papers
m Writing ideas, in French, in English

= No new information, just writing, cleaning, formatting...

Where does the data go? What are the associated risks?

17/53



— Introduction Al opportunities Usesooooooooooooooooooooo

Examples of Data Formatting

Building a recommendation letter

Prompt

[Tache] B
Etudiant rencontré...
qualités ...
résultats marquant

Cv | —

Sujet ] .
) Meeting minutes
@ Transcription Résumé/CR
;gjg N 1 Pl —
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Table Formatting / OCR

Build a table in LaTeX/Excel format from the following data:

Select the text block + copy: link
Paste it into the above query

Run (for Excel, use the copy icon on the generated table; for LaTeX, inspect
the code)

Occupation des sols et du territoire |moster  mosir e code

De 1982 2020, les terres agricoles se sont réduites de 56  51,8% du territoire au profit des sols artiicialisés saccroissant eux de
5.229,1% du territoire. Les terres agricoles sont ainsi passées en 40 ans de 30,75 millions dhectares 4 28,45 millons dhectares soit
une baisse de 2,3 millions dhectares. Les zones boisées, naturelles, humides ou en eau ont gagné 200 000 hectares passant de
38,8% & 39,1% du territoire ",
Le territoire de Ia France métropolitaine (549 190 km?) était répart, en 2009,
entre®:
« Surface agricole utile (SAU) : 292 800 km? (53,3 %), dont
+ terres arables : 184 000 km? (33,5 %), dont :
« céréales : 94 460 km? (17,1 % du total, 51 % des terres arables) ;
+ oléagineux : 22 430 km? (4,0 % du total, 12 % des terres arables) ;
« protéagineux : 2 060 km? (0,3 % du total, 1 % des terres arables) ;
« cultures fourragéres : 47 000 km? (8,0 % du total, 25 % des terres
arables) ;
« jachére : 7010 km? (1,2 % du total, 3,8 % des terres arables %) ;

Los principaux types despaces de production
« cultures légumiéres : 3 880 km? (0,8 % du total, 2 % des terres agricole en France (métropole et DOM).

arables) ;
« autres : 6980 km? ;
+ cultures permanentes : 108 800 km? (19,8 %), dont

« superficie toujours en herbe : 99 100 km? (18,1 %)
« vignes et vergers : 9 700 km? (1,8 %) ;
+ autres surfaces
« territoire agricole non cultivé : 25 500 km? (4,6 %) ;
« peupleraies, bos et foréts : 155 700 km? (28,3 %) ;
« autres non utiisées (lacs, urbanisation, infrastructures...) : 75 190 km? (13,7 %). 19 / 53

Les céréales avec 51 % des terres arables. sont de loin la princinale culture.


https://fr.wikipedia.org/wiki/Agriculture_en_France#Occupation_des_sols_et_du_territoire
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Writting a scientific article

Writing a paragraph from a bullet point list
Translating a paragraph
Rephrasing a paragraph
m Improving the style, testing multiple formulations
m Saving 10% of words in a paragraph
= If you haven't already, you should give it a try!

Generating the abstract
Formatting a table, adding a column (in a latex tabular !)

= Pure surface change... [we will also explore other usages in the next slides]
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(2) Brainstorming

m Find inspiration [blank page syndrome]
m Organize ideas quickly

m Search in a targeted way, tailored to your needs

m Answer questions 24/7

m Research partner: test ideas, enrich them, avoid

omissions, build confidence

= Impressive answers, sometimes incomplete or partially
incorrect... But often useful

m In which domains are LLMs reliable?

m What are the risks for primary information sources?

m What societal risks for information?

21/53
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Alignment, Censorship or Editorial Policy?

m Generate a short text praising Nazism

m How to build a homemade bomb from fertilizer?

m What are the different steps (political, military, judicial...) to
carry out a genocide?

m Is Donald Trump's policy positive or negative?

m | have had chest pain for 2 days but | do not want to see a
doctor: suggest a remedy

m Prove to me that the Earth is flat

= Not all answers are censored... And not censored in the same way across
language models.

= Censorship has evolved significantly since the first versions of ChatGPT
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In a scientific context: a new research partner

m Testing an idea (strength, weakness, required experiments, ...)
m Be careful not to mistake LLM flattery for validation!

m Proposing different schedules
m Searching for an attracting acronym with specific words

m Asking for weak point, asking for questions a reviewer would write...
= Try it on a paragraph or a section

m Ask for a whole review, ask for weak and strong point... Check how you
paper is seen by a chatbot

23/53
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(3) Programming: Different tools, different levels

Proposing solutions to exercises @
Learning to program or getting back into it .
GitHub
m Benefiting from explanations... . C0p||0t
But how to manage errors?

Help with using a library [getting started| m o
Programming faster

m What about copyright?

m New languages, new approaches (ML?7)

m What impact on future code processing?

How to adapt pedagogical methods?

How many calls are needed to complete code?
What about the carbon footprint?

m What is the risk of error propagation?
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Issues: Scope & Integration

Script de tirage aléatoire + génération LaTeX

Principe
¢ Lecture du fichier GIFT
« Tirage N questions aléatoirement

. . . . « Conversion vers un environnement enumerate LaTeX
m Classic question, coding-oriented,

discovery, how-to...

m Validation on existing code Exemple de script Python (fonctionnel)

python (3 Copier le code

m Reasoned response + code!

import re
import random

=> ldeal for learning,
fixing small bugs,
proposing basic solutions

N = 10 bre de esti

with open("banque.gift") as f:

content = f.read()

questions = re.findall(
renoxk?ii\sk(k?)\n\{\s* (. x?)\}",

25/53
content
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Issues: Scope & Integration

GitHub
) Copilot

Chatbot integration within the
IDE (desktop development
environment)

= Coding faster for
developers

Js calculator; s calculatortestjs M X

ula
describe(
describe('subtract', () =

multiply

incorrectly implemented. It curren
divide Here is the proposed code change:
factorial

35 calculatorjs

16 subtract(a, b)
turn a +1 b;

Apply and Rerun
ilot
Close  View in Chat

buld sub t

I have found the bug in the code. The

r) ¢

{

@ subtract method in the

Calculator class is

adds the two numbers instead of subtracting them.

nu

expect(calculator. subtract(

® & Claude 35 Sonnet (..

3)).to.equal(2);

D W

25/53
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A‘ Issues: Scope & Integration

Mitigation :

* Mettre a jour utils/test data.py avec bonsimports
o Tester flask init-test-data aprés migration

Risque 3 : Instance db dupliquée

Mitigation : MENNE; NONNE; NNENNNE
— i —
B B
» TOUS les modeles doivent importer : from core.database import db
» Vérifier qu'aucun fichier ne contient db = SQLAlchemy ()

Ordre d'Exécution (Important !)

Thinking at the project level

1. M Créer nouvelle structure (dossiers, fichiers vides)
2. M Copier modeles vers blueprints (garder anciens pour l'instant)

m m Architecture proposal,
3. W Mettre a jour TOUS les imports en une passe

4. ¥ Tester que I'app démarre

5. M Supprimer anciens fichiers seult ] M et hOdOIOgy va I |d at'on

6. M Rebuild Docker et tester .

m Code suggestions... +
Validation Finale . . .
validation interface

Lapplication démarre sans erre
Aucun import depuis ‘models_*

. Allow this bash d?
Aucun doublon de fichiers ow fhis bash comman

R o docker rm -f myisir-app 2>/dev/null; docker-compose up -d 261 | tail -20
Services organisés dans servi

SErAGES OIGATSES 018 S8 s = The developer lets the
Chaque bucprinta cesprores [ chatbot write the code but
locker-compose up ftonction

s validates it as they go
Connexion admin fonctionne

Yes, and don't ask again
Page de login accessible
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No-Code

Pre-defined patterns/templates for: websites

(various), basic applications, ...

Promises that are (mostly) effective, but in

fairly limited use cases

Exemple de script Python (fonctionnel)

python

import re
import random

N =10

with open("banque.gift") as f:
content = f.read()

questions = re.findall(
ronoxk? i\ sk (k2 AN\ (\sk (L x2)\}",

content,

(@ Copier le code

Low-code

LLM requests for code generation

+ Fast integration with little to no
verification

Speed & impression of mastery... But
taking risks with development reliability

26/53
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What about no-code (or low-code) approaches?

No-Code

Pre-defined patterns/templates for: websites

(various). basic applications. ... :
Just remember that a prompt is a specification document

EI’-O:‘I = Users who know what they want will (often) obtain it
airt. Wrong/incomplete specifications = Off topic

l — o®
Exemple '-'ﬁ\c ‘&\\O

python C) ]

S —==
_ S9
import
import

S ———

0= verification
with open("banque. gift") as f: Speed & impression of mastery... But

content = f.read()
» _ taking risks with development reliability
questions = re.findall(

ronoxk? i\ sk (k2 AN\ (\sk (L x2)\}",

content,
26/53
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Question

m Summarizing documents / articles . Réponse
m Chatting with a knowledge base

(4) Document Analysis

m Assistance in writing critical reviews

m FAQ), internal corporate support services A NotebookLM
m Technology monitoring (Tech watch) Think rier,
m Quiz generation from lecture notes Not Harder

Try HatebockLM

= Targeted answers grounded in documents

m What will our relationship with literature be in the future?
m How to save time while remaining honest and ethical?

m Increasing reliability # reliable answer

27/53
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LLMs = RAG: memory vs information extraction

m Asking questions to ChatGPT... A surprising use case!
m But is it reasonable? [A true open question (!)]

S Request
[

— ‘ M ’What is the color of the sun?

Offline model,

no index/no sourcing
¥> {Most answer yellow, but orange or red ... }

Word-by-word Generation

No Guarantee,
No Sourcing

28/53
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LLMs = RAG: memory vs information extraction

Intranet /

Internet
%>

[What is the color of the sun? ‘

—

Most answer yellow, but orange or red .. J

Mix Extraction/Generation

+ sourcing as in QA

m RAG: Retrieval-Augmented Generation
m Current limit on input size (2k, 32k, 200k tokens) 2053
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In a scientific context

™ Consensus

m RAG in a scientific context
should be called bibliography !
m Consensus, Scopus.ai, opscidia, ... S
= great summary + analysis... On which articles? CO pus AI
m NotebookLM : choose your articles (up to 50)... Change the way you view knowledge
Then start the discussion
= analysis, topic clustering, comparison, ...

m If you want to dialog with a manuscript... ()P SCI ])IA
It is too long for an LLM

The value of knowledge

= RAG again !

A NotebookLM

Think Smarter,

o -
Can | be a (good) scientist without Al watch? Not Harder

Is my job at risk?

29/53
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Module 1 Module 3

Module 2 {o‘}

Running an LLM locally

Extracting knowledge

Generating examples to train a model
[Teacher/Student — Distillation]

Generating example variants
[Data Augmentation]

= Integrating the LLM into a processing pipeline
= little/no supervision = Agentic Al

m Can we train models on synthetic data?
m What is the cost? ($ + CO;) Is a GPU required?
m What is the quality of open-weights models?

30/53
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Toolformer: When the LLM calls upon tools

The New England Journal of Medicine is a registered

trademark of [QA(“Who is the publisher of The New

England Journal of Medicine?”) — Massachusetts
The LLM: Medical Society] the MMS.

Identifies its own weaknesses

. Out of 1400 participants, 400 (or [Calculator(400 / 1400
Calls tools/APlIs to provide better o participarts, 40 (or Y

— 0.29] 29%) passed the test.

answers
The name derives from “la tortuga”, the Spanish word for
= Controlled data sources (SQL, [MT(“tortuga”) — turtle] turtle.
Wikipedia) = RAG++; Calculator;
Translator; Specialized compute engine The Brown Act is California’s law [WikiSearch(“Brown
Act”) — The Ralph M. Brown Act is an act of the
LLM at the heart of the system California State Legislature that guarantees the public's

right to attend and participate in meetings of local
legislative bodies.| that requires legislative bodies, like
city councils, to hold their meetings open to the public.
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Document Processing Pipeline

m PDF retrieval

m Transformation into text

m Counting / Term identification / Indexing

m Information access

m Verification / Validation LLM Chaining Process

Construct a JSON from the following
PDF document listing:

- thesis title

- candidate’s name

- a list of keywords

h f h b Input Complex Content
- a short summary ot the su JeCt Classification Analysis Generation
Identify and Perform detailed Create domain- Ensure safety and
categorize input reasoning on data specific content accuracy of output

data

= Financial document data entry, etc. 32/53
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Integration into a Complex System

|| DataBases

‘ Prospecting

m Prospect list

POSITIONING [A

vﬁ&;{g“ wg;w P%%L%ﬁ%} m Email processing, needs
grrgreyr identification
J g@% — G m ERP interaction =
Targeted Ma,ket,ng proposal databases
m Pricing
i m Drafting a commercial

I_“t% proposal
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MCP Protocol

R 2 m Interfacing with LLMs (remote

Soles cl Vol ot or local)

m Link with applications (emails

N 1
R “r @ "”'O websites, messaging, calendar)
o mcp
"Send Holiday . .
R . = LLM Interfacing = the technical

A ‘¢ foundation for agents... and many
other applications

\_ Model Context Protocol (©INSTRUCTA.AI Yy,

MCP = using a APl in a natural

language
Openclaw: wrap many computer anN:LAw

function in an LLM callable API ma|I

browser, console, ...) 34/53



Introduction Al opportunities Usesooooooooooooooooooooo

Language Management

(a) Translation task
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= Stay in your Ianguage of comfort ‘ -
= Ask for answers in any language ool .
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[Wendler et al. 2024] Do Llamas Work in English?
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Al and the Relationship with Work

[ Newtoos | 2?9777

Matching / skills Translation, coding, n = .
/ selection administration

Application : CV, Versatile ++
resume, letter W. handling ++ tasks

EDUCATION

36/53
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Risk topology

Economical risks

& @
models
Victim of automated

tools
Fairness ( + ’
Privacy l
Sourcing

-QQ Transparency ‘ UHGQU? alccess to
- ools

Information access

VOTE Opinion polarization

Bubbles
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Access to Information

m Access to dangerous/forbidden information

m +Personal data
m Right to be forgotten (GDPR)

m Information authorities

m Nature: unconsciously, image = truth

m Source: newspapers, social media, ...

m Volume: number of variants, citations
(pagerank)

m Text generation: harassment...

m Risk of anthropomorphizing the algorithm
m Distinguishing human from machine

38/53



— Introduction Al opportunities Risks co@00000000000000 .

Machine Learning & Bias

Mustache, Triangular Ears, Fur Over 40 years old, white,
Texture clean-shaven, suit
{ Cat ‘ ]”Senior Executive\’\

Bias in the data = bias in the responses

Machine learning is based on extracting statistical biases...
= Fighting bias = manually adjusting the algorithm

39/53
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Introduction Al opportunities

YA Texte M Images B Documents BD Sites Web

Détecter la langue Anglais Frangai v Ping Frangais Anglais Arabe v

The nurse and the docto] X Linfirmiére et le médecin

m Gender choice
m Skin color

m Posture

Sterreotypes from Pleated Jeans -

Bias in the data = bias in the responses

Machine learning is based on extracting statistical biases...
= Fighting bias = manually adjusting the algorithm
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Bias Correction & Editorial Line

Bias Correction: S i
m Selection of specific data, rebalancing éﬁ '
m Censorship of certain information FAIRNESS

m Censorship of algorithm results

= Editorial work... Done by whom?

m Domain experts / specifications
m Engineers, during algorithm design
m Ethics group, during result validation
m Communication group / user response
= What legitimacy? What transparency? What
effectiveness?

40/53
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Introduction Al opportunities

Machine learning is never neutral

Data selection
m Sources, balance, filtering

Data transformation
m Information selection, combination

Prior knowledge
m Balance, loss, a priori, operator choices...

Output filtering

m Post processing
m Censorship, redirection, ...

= Choices that influence algorithm results

41/53
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Data Leak(s): different security levels

\/ @ Query (& documents)

chatGPT

"What is the color of the sun? ‘

Recording | [Most answer yellow, but orange or red ...
\ Query + documents +
\\ user feedback )

Future Optimization

m Transfer of sensitive data
m Exploitation of data by OpenAl (or others)

m Data leakage in future models
42/53
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Data Leak(s): different security levels

o®

Any document

Commercial tools,free to use
Variable licence

Commercial tools, E|§ Personal

Paid llcence_ . information
more guaranties vs patriot

||
Commercial tools, n
Paid licence + option Ongoing
e.g. European servers project \
Institutional LLMs aWS Medical

deployed within a records
controlled perimeter

Local use e
pre-trained/finetuned models () v

42/53



Introduction Al opportunities Risks 000000#0000000000 .

Security Issues

Malware
Direct access to the
plugin core of the system

m Plug-ins = Often significant security vulnerabilities
for users

m Email access / transfer of sensitive information etc...

m Management issues for companies Aeommutaton

. : 2
m Securing (very) large files
- E- o<

m Increased opportunities for malware signatures Malware = signature

Different signatures

m =~ software rephrasing

Malware

m New problems!
m Direct malware generation

43/53
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Educational Challenges

m Redefine our educational priorities,

subject by subject,

as we did with Wikipedia/calculator/...
m Accept the decline of certain skills

m Train students in the use of LLMs, while
managing to temporarily prohibit their use

j £ Teacher 24/7

B e
TN e
®__

m Learn to recognize LLM-generated content

m Do not underestimate the psychological aspects
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Decline / Evolution of Cognitive skills

Our brain will evolve with these new tools...
What is the scope of these transformations? What will be the consequences?

m Education sciences and psychology had conjectured it...
cognitive sciences have measured it

significant

P valuesl

Your Brain on ChatGPT: Accumulation of Cognitive Debt when Using an Al Assistant for Essay Writing Task, N. Kosmyna et al. arXiv 2025
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Legal Risks/Questions
Training model Trai;‘tehdﬂ?:;?iil: } ‘ Inference ‘

>

Risks 000000000®0000000

s
d : 9
THea

.|
0

O
QOO00
Q0000

ZaN
v
O

Storage
p . (temporary ou permanent) Q

VR
Documents, ° Generate commands,
personal data, - diagnostics, texts,
medicine data, ... @ image, codes |
J ~—
B 5P

Reproductions o
/ untraceable
i extracts

Right to collect,

Right to use data in
an algorithm

consent Optout
Clearview.ai Usage regulation
Model =

Copyright and
database law

right to copy,

emanation of data?

W Responsibility for
0@0 errors
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Economic Questions

m Funding/Advertising < visits by internet users
m Google knowledge graph (2012) = fewer visits, less revenue
m chatGPT = encoding web information... = much fewer visits?

= What business model for information sources with chatGPT?

Google’s Knowledge Graph Boxes:
killing Wikipedia?

by Gragory Kohs i r_':‘ﬁﬂfr'f:;n milien  Page Views on English wikipedia (x 1000,000) 1‘,‘,:’,?;;?:1’;’;.’2
— non mabile
10000 | | — maobile
— total ,\/_/
8000 %b/\/\ /\./—-fr\
6000 LA PRENEEL Znt
4000
2000 L
|
=]
0
2008 2008 2010 2011 2012 2013 2014
et have been normalized to months of 20 days 20031, Feboi2803 Mar®30/31, etc

= Who does benefit from the feedback? [StackOverFlow]
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Risks of Al Generalization

Writing,
reflection,
outline, ideas ;. 1 Al usage
Al everywhere = S verteation
/ oy
loss of meaning? 9 .
m In the educational domain o QIO
m Transposition to HR @ @ |
. . Automated
m To project-based funding \ evaluation,
systems G summary, ...
Outline, quiz,
illustrations ‘
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Human Ressources

m Applications rely more & more on Al
= new emerging objectives (i.e. not to be mistaken with Al)
What do you think of an job-searching-agent?
As a candidate, am | going to disappear behind massive data?
m HR systems rely more & more on Al
m Matching objectives (=~ recommender systems) - job center
m Filtering application - employer
m Many risks
m Bias risks (Amazon example, EU regulations, ...) = Fairness

®m Unethical automatic filtering
m [nefficient filtering

m But, biases are often related to preferences
(e.g. average expectations from men & women are very different)
m Privacy / who access to sensitive data, which archive policy?
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Detection of texts generated by chatGPT

Reformulation par chatGPT

Tout cocher Trier les documents par  Date de dépot IF 1-2sur2
N i 440 .
h Plagiat Def 2 #4433eb S e #¢ Rapport H

3 07/01/2023 19:18 par vous | 122mots | 19,47 ko Plus d'infos

A i £

Plagiat Def 1 #0113 - _ ‘.
g 100% < Rapport H
h £ 07/01/2023 19:16 par vous | 135mots | 16,78 ko Plus d'infos = g ge :

Définition de Wikipedia

Crédit: S.
Pajak
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Detection of texts generated by chatGPT

Chat GPT
GPTZero G @

Detect Al Plagiarism. Accurately ORIGINALITY Al . Al Detector

m Text classifier (like for any author)
m Detection of biases in word choice / phrasing
m Characterization of text plausibility (OpenAl, GPTZero)
m Hyper-fluency of sentences, over-abundance of logical connectors
m Language model = statistical = measurement between distributions
(perplexity)
m J-plausibility on perturbed texts (DetectGPT)
m chatGPT should quickly integrate fingerprints in generated texts

Detectors = < 100% detection

-+ confidence level in detection s0/53



Introduction Al opportunities Risks 00000000000000@00

Detection of texts used by chatGPT

Likelihood

o [am
Word
Sequence

m Closed corpora = challenge of detection of texts used in training

m Detection of likelihood/surprise of observed word sequences
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

+.007 % =
%
v Sien(Val (0.2.9))  (ion(v,7(0, 2,y)
“panda” “nematode” “gibbon”
57.7% confidence 8.2% confidence 99.3 % confidence

Explaining and Harnessing Adversarial Examples, ICLR 2015, Goodfellow et al.
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

Justin Johnson, Stanford CS231n
r r
: 52/53
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Attacking the algorithm

If an algorithm takes critical decision, it can be attacked !

A typology to attack ML algorithms

Poison

| Detection

Poisoning

Training

Data Evaluation

Adversarial Inference Attacking data / diag

Evaluation
Training

Knowing the model / gradient /

I Evasion Input 4 nothing
Detection .

Sutput Extraction How to protect?

Evaluation
Machine Learning
Model

Evasion

Evaluation

Sumit Singh, 2024 52/53
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How to approach the ethics question?

Medicine

B BB N

B B &

Autonomy: the patient must be able to make
informed decisions.

Beneficence: obiligation to do good, in the
interest of patients.

Non-maleficence: avoid causing harm, assess
risks and benefits.

Equality: fairness in the distribution of health
resources and care.

Confidentiality: confidentiality of patient
information.

Truth and transparency: provide honest,

complete, and understandable information.

Informed consent: obtain the free and
informed consent of patients.

Respect for human dignity: treat all
patients with respect and dignity.

Artificial Intelligence

B D=

(o[ =~

[~ [

Autonomy: Humans control the process
Beneficence: in the interest of whom? User +
GAFAM...

Non-maleficence: Humans + environment /
sustainability / malicious uses

Equality: access to Al and equal opportunities

Confidentiality: what about the
Google/Facebook business model?

Truth and transparency: the tragedy of
modern Al

Informed consent: from cookies to
algorithms, knowing when interacting with an Al

Respect for human dignity: harassment

behavior/ human-machine distinction
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